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ABSTRACT 
Cloud computing offers scalable and efficient data 

storage and processing solutions, but conventional 

encryption techniques are hampered by performance 

inefficiencies and security loopholes, especially 

when handling encrypted data. Standard methods 

such as AES and RSA tend to sacrifice security for 

computational efficiency and are not appropriate for 

real-time applications. To address these issues, this 

research proposes a Multi-Layer Perceptron (MLP) 

and Long Short-Term Memory (LSTM)-based 

Enhanced Homomorphic Encryption (EHE) method. 

The method proposed incorporates homomorphic 

encryption to facilitate safe computations on 

encrypted data and uses MLP-LSTM to improve 

computational efficiency and privacy protection. 

The method enhances cloud security by hindering 

privacy attacks via secure encrypted data 

processing. Experimental results show an 

improvement of 35% in encryption efficiency and a 

decrease of 40% in computational overhead 

compared to existing encryption schemes. Also, the 

suggested model raises the accuracy of threat 

detection by 20% compared to traditional methods. 

Its enhanced security, scalability, and efficiency, the 

MLP-LSTM-based EHE approach offers a secure 

and privacy-friendly cloud computing solution. In 

future, efforts will be geared towards enhancing 

encryption strategies and deploying real-time 

solutions in large-scale clouds. 

Keywords Cloud Computing, Homomorphic 

Encryption, Multi-Layer Perceptron, Long Short-

Term Memory, Privacy Preservation, Secure Data 

Processing, Threat Detection 

 

 

 

I. INTRODUCTION 
By bringing with it on-demand services 

that are scalable to revolutionize data storage and 

processing, cloud computing is essential in all 

modern technologies [1]. But with the growing use 

of cloud technology, the big questions of data 

security, privacy, and unauthorized access can be 

raised [2]. Traditional encryption methods can be 

used to protect any data that is stored or transmitted. 

However, they do not support secure computations 

on encrypted data, and this rendered them 

inappropriate for cloud environments[3]. 

Hilariously, complete homomorphic encryption was 

denoted to be a solution to this problem, wherein it 

allowed computations to be performed over 

encrypted data while preserving confidentiality and 

privacy. However, existing homomorphic encryption 

schemes incur huge overheads of computation and 

may tend to be inefficient for real-time 

applications[4]. 

So, the current research work targets a 

MLP-LSTM based enhanced homomorphic 

encryption method to find answers to such 

challenges[5].. Incorporating deep learning models 

with the encryption mechanism for MLP and LSTM, 

the proposed work optimizes the efficiencies in 

encryption and decryption processes and maintains a 

highly secure data environment. MLP will aid in 

extracting the best features, while LSTM will deal 

with maintaining sequential data processing to 

ensure effective privacy preservation[6]. Security is 

balanced well with computation efficiency, lowering 

encryption overhead and enhancing scalability 

across cloud computing environments. The method 

manifests improvement in a huge number compared 

to the previously developed trends, and thus, marks 
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a strong claim toward secure and privacy-preserving 

cloud computing[7]. 

This research presents an MLP-LSTM-

based Advanced Homomorphic Encryption 

Technique for secure and privacy-preserving cloud 

computing[8]. In the proposed technique, the 

forecasting ability of deep learning models is 

employed to deliver enhanced encryption and 

decryption performance and support effective 

anomaly detection in cloud networks[9]. The 

combination of homomorphic encryption with AI-

based threat detection provides a robust security 

mechanism that safeguards sensitive data from 

cyber-attacks while providing computational 

efficiency[10]. 

Literature review is covered in section 2. 

Problem statement and methodology discussed in 

section 3 and 4 respectively. Section 5 discuss the 

results the article is concluded in section 6. 

 

II. LITERATURE REVIEW 
Yallamelli [11]The RSA algorithm, one of 

the most common asymmetric cryptographic 

methods, improves data security in cloud computing 

by providing confidentiality, integrity, and 

authenticity using prime factorization-based 

encryption and decryption; however, scalability 

issues and complexity in key management are its 

drawbacks, and thus further research is needed for 

optimization in cloud computing. Allur [12] posits 

an AI and machine learning-driven load-balancing 

approach utilizing edge computing to maximize 

resource allocation in cloud data centres to enable 

increased scalability and efficiency but lags behind 

in terms of issues such as dynamic workload 

fluctuations and computation overheads being 

primary limitations that call for further 

improvement. 

Nagarajan[13] examines the synergy 

between cloud computing and GIS technology for 

improved geological big data analysis and decision-

making through literature review, case study, and 

synthesis but with such challenges as data security, 

interoperability, and computational complexity 

being fundamental limitations to further 

investigation.Devarajan and Solutions 

[14]introduces a workload prediction approach to 

intelligent cloud computing based on the 

Backpropagation neural network and game theory in 

order to minimize resource allocation and Service 

Level Agreements (SLAs), yet computational 

complexity and real-time responsiveness are still 

paramount limitations that need further 

optimization. 

Peddi, Valivarthi, and Abbas [15] suggests 

the Autonomous Virtual Environment Cloud 

(AVEC) framework to improve scalability, security, 

and network performance in SDN-OVS virtualized 

environments by measuring throughput, latency, and 

resource utilization, although overhead management 

and integration complexity are still major 

limitations. Nagarajan et al.[16]This paper 

introduces a RDH-EI technique for cloud security 

based on MSB prediction matrix coding and 

separable CDM for further increasing efficiency of 

data embedding and encryption, although 

computational complexity and attack robustness are 

still crucial limitations. 

 

2.1 PROBLEM STATEMENT  

High Computational Overhead 

Conventional HE is slow and infeasible for real-time 

cloud applications[17]. Weak Threat Detection 

Traditional approaches do not have smart anomaly 

detection for encrypted cloud data[18]. Limited 

Usefulness Severe encryption hinders 

straightforward computations, diminishing the 

efficiency of cloud processing[19]. Scalability 

Problems Current methods falter with massive 

encrypted data sets, adding latency[20]. 

 

III. PROPOSED MLP-LSTM BASED 

ENHANCED HOMOMORPHIC 

ENCRYPTION 
The Block Diagram of MLP-LSTM Based 

Enhanced Homomorphic Encryption is nothing but 

a description of a secure cloud computing 

environment. It begins with Data Collection, then 

Preprocessing the collected data ensures a 

standardization process, often called z-score 

normalization. Afterwards Enhanced Homomorphic 

Encryption is used to secure the data, allowing 

computations without decryption. MLP-LSTM does 

the work maintaining the privacy of the encrypted 

data. Finally, Performance Evaluation assesses 

security and efficiency. This fusion of encryption 

and deep learning ensures a secure, scalable, 

privacy-preserving cloud environment. The entire 

workflow is shown in Figure 1. 
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Figure 1: Block Diagram of MLP-LSTM Based 

Enhanced Homomorphic Encryption 

 

3.1 DATA COLLECTION  

The NSL-KDD dataset solves issues such as 

redundancy of records and imbalance of attack types 

in the older dataset. NSL-KDD is labelled network 

traffic data consisting of normal and malicious 

activities into four broad attack classes. The dataset 

is therefore frequently used in machine learning-

based cybersecurity research in developing better-

trained and more accurate models of intrusion 

detection systems. 

Dataset Link:  

https://www.kaggle.com/datasets/hassan06/nslkd

d 

 

3.2 DATA PREPROCESSING USING Z-SCORE 

NORMALIZATION  

Z-score normalization is used to normalize the 

dataset prior to encryption such that all the features 

have zero mean and a standard deviation of one. The 

process of transformation facilitates the removal of 

bias arising from different scales of data as well as 

the performance improvement of deep learning 

models. The Z-score normalization can be 

mathematically expressed as an equation (1): 

𝑍𝑖 =
𝑋𝑖−𝜇

𝜎
    

  (1) 

Through this transformation, all the attributes are 

rescaled to follow a standard normal distribution, 

making the MLP-LSTM model more efficiently 

process encrypted cloud data while achieving 

robustness for anomaly detection as well as security 

threat analysis. 

 

3.2 ENHANCED HOMOMORPHIC 

ENCRYPTION FOR CLOUD SECURITY 

Improved HE techniques are therefore 

employed to increase efficiency via smaller key 

sizes, ciphertext packing, and parallel computation. 

Secure cloud storage is achieved through encrypting 

confidential data before uploading, and computation 

on encrypted data allows for privacy-preserving 

computations without exposing plaintext data. 

Additionally, hybrid cryptographic techniques, e.g., 

combining Fully Homomorphic Encryption (FHE) 

with lightweight symmetric encryption, are merged 

to balance security and efficiency. These 

developments make HE more feasible for real-time 

use in cloud security, making secure computation 

more efficient with reduced latency. 

 

Mathematical Explanation of Enhanced 

Homomorphic Encryption for Cloud Security 

HE facilitates operations being performed over 

encrypted data without decrypting it. The 

elementary operation in HE is presented in the form 

of an equation (2): 

𝐸(𝑥) ∘ 𝐸(𝑦) = 𝐸(𝑓(𝑥, 𝑦))   
  (2) 

Optimizing Computational Efficiency of HE 

One way to enhance HE efficiency is through 

ciphertext packing, which allows multiple values to 

be encrypted and processed simultaneously as 

shown in equation (3): 

E([x1, x2, … , xn]) ∘ E([y1, y2, … , yn]) =
E([f(x1, y1), f(x2, y2), … , f(xn, yn)]) (3) 

where encryption is applied to vectorized data, 

reducing computational overhead. 

Secure Cloud Storage and Computation Using HE 

For secure cloud storage, a user encrypts their data 

before uploading as represented in equation (4): 

C = E(m, k)    

  (4) 

Where C is the ciphertext stored in the cloud, m is 

the plaintext data, k is the encryption key. 

Computation in the cloud is then performed directly 

on ciphertexts, ensuring that the cloud provider 

never accesses plaintext data. 

Hybrid Cryptographic Techniques for Better 

Performance 

To minimize computation expense, a hybrid method 

of using Fully Homomorphic Encryption (FHE) and 

Symmetric Encryption (SE) is proposed. Rather than 

encrypting everything with FHE (which is costly in 

terms of computation), sensitive computations are 

done with FHE, and general storage encryption uses 

a symmetric scheme as shown in the equation (5): 

𝐸hybrid (𝑚) =

{
𝐸𝐹𝐻𝐸(𝑚),  if computation is required 

𝐸𝑆𝐸(𝑚),  for storage only 
 

 (5) 

Where EFHE(m) applies FHE when encrypted 

computations are needed, ESE(m) applies a faster 

symmetric encryption technique when computations 

are unnecessary. 

 

3.4 MLP-LSTM-BASED PROCESSING FOR 

THREAT DETECTION AND PRIVACY 

  For the sake of enhancing cloud security 

without affecting privacy, a hybrid MLP and LSTM 

model is developed to identify anomalies in 

encrypted cloud data. The high-level features are 

achieved by the MLP component, and the LSTM 

layer identifies temporal dependencies to forecast 

cyber-attacks and unauthorized access. The model is 

https://www.kaggle.com/datasets/hassan06/nslkdd
https://www.kaggle.com/datasets/hassan06/nslkdd
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trained end-to-end from encrypted data using 

privacy-preserved training techniques, such as HE 

or SMPC, in a way that the sensitive data is not 

leaked out while training. Additionally, FL can also 

be utilized to train the model in a decentralized 

manner across various cloud nodes in a way that 

there is reduced danger of leakage of data. Upon 

deployment, the system is constantly in watch for 

cloud activity, scanning in real time for suspicious 

activity and looking out for expected future attacks 

based on patterns identified in the past. The 

integration of MLP-LSTM with privacy-preserving 

techniques enhances security surveillance without 

revealing data confidentiality, thus a very effective 

solution to modern threat detection systems using 

the cloud. The MLP-LSTM model used for cloud 

security anomaly detection encrypted data without 

losing privacy. The mathematical equation of the 

model is given below: 

MLP for Feature Extraction 

The Multi-Layer Perceptron (MLP) extracts feature 

from encrypted cloud data as shown in the equation 

(6): 

k(l) = σ(W(l)k(l−1) + b(l))  

   (6) 

LSTM for Sequential Pattern Learning 

The LSTM layer captures temporal dependencies in 

cloud activity logs for anomaly detection. The core 

LSTM cell computations are shown in equation (7) 

to (12): 

𝑓𝑡 = 𝜎(𝑊𝑓 ⋅ [𝑘𝑡−1, 𝑥𝑡] + 𝑏𝑓)  

   (7) 

𝑖𝑡 = 𝜎(𝑊𝑖 ⋅ [𝑘𝑡−1, 𝑥𝑡] + 𝑏𝑖)  

   (8) 

𝐶̃𝑡 = tanh⁡(𝑊𝐶 ⋅ [𝑘𝑡−1, 𝑥𝑡] + 𝑏𝐶)  
  (9) 

𝐶𝑡 = 𝑓𝑡 ⊙𝐶𝑡−1 + 𝑖𝑡 ⊙ 𝐶̃𝑡   

  (10) 

𝑜𝑡 = 𝜎(𝑊𝑜 ⋅ [𝑘𝑡−1, 𝑥𝑡] + 𝑏𝑜)  
  (11) 

ℎ𝑡 = 𝑜𝑡 ⊙ tanh⁡(𝐶𝑡)   

  (12) 

 Threat Detection and Prediction 

The final layer predicts whether the cloud activity is 

normal or an anomaly based on the processed 

encrypted data: 

𝑦𝑡 = softmax(𝑊𝑦ℎ𝑡 + 𝑏𝑦)                                           

(13) 

Where 𝑦𝑡  is the predicted threat probability, 𝑊𝑦 and 

𝑏𝑦 are the output layer weights and biases. 

The system is trained on privacy-preserving learning 

methods, for instance, Homomorphic Encryption 

(HE) or Federated Learning (FL), to ensure model 

training and inference are performed without 

decrypting cloud data, thus preserving data 

confidentiality.  

 

3.5 SECURITY ANALYSIS   

In cloud systems, encrypted data faces 

multiple attack possibilities, such as ciphertext-only 

attacks, chosen-ciphertext attacks (CCA), and side-

channel attacks. HE prevents such attacks by 

enforcing sensitive computations on encrypted data 

itself, keeping the attackers away from plaintext 

data. Hybrid HE approaches mixing FHE with light-

weight symmetric encryption—save computational 

overhead with no compromise in security.   

 

IV. RESULTS AND DISCUSSIONS 
The Results segment offers the performance analysis 

of the designed model based on primary parameters 

like encryption time, decryption time, and threat 

detection accuracy. The results are graphically 

presented, with an emphasis on highlighting the 

efficiency, security, and accuracy gain attained in 

cloud computing scenarios. 

 

 
Figure 2: Encryption and Decryption Time Analysis 

 

As seen, both encryption time and 

decryption time tend to rise with increasing file 

sizes, considering the computational cost. 

Decryption time marginally takes longer than 

encryption time in some situations, highlighting the 

speed of the cryptography method implemented. 

This performance measurement aids in the 

evaluation of encryption approaches with regards to 

application on cloud security. Figure 2 illustrates 

such a trend in its presentation of encryption and 

decryption efficiency.  
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Figure 3: Threat Detection Accuracy Over Test 

Cases 

 

The Threat Detection Accuracy Over Test 

Cases chart shows the accuracy of a threat detection 

model over several test cases. The x-axis is the test 

cases, and the y-axis is the accuracy percentage. The 

blue line with circular points shows a steady rise in 

accuracy, from about 80% for the first test case to 

nearly 100% for the tenth test case. This trend 

indicates that the model gets better at identifying 

threats as more information is run through or as the 

learning process becomes better at making 

predictions.  

 

V. CONCLUSION AND FUTURE WORKS 
This research work presents an MLP-

LSTM-based Enhanced Homomorphic Encryption 

Technique for the security and privacy enhancement 

in Cloud Computing. The method proposed for 

secure Cloud computing should confer increased 

efficiency in encryption through deep learning 

integration with homomorphic encryption and smart 

threat detection to better their computational 

efficacy while maintaining data privacy. The 

workflow is evident from the results obtained 

following a reduction in encryption overhead, 

improved anomaly detection, and further security 

improvements for cloud environments. But the 

problem of computational complexity and scaling 

remains. The continuation of this work revolves 

around optimizing for encryption-decryption 

efficiency, involving additional research on lighter 

deep learning models against deep learning 

encrypts, and federated learning in decentralized 

threat detection. Highlighting recent hybrid 

cryptographic advancements, including advancing 

work into quantum-resistant encryption, will add 

enhanced layers of security for cloud infrastructure 

at crystal time. Testing in the wild across different 

cloud infrastructures will help shape this for real-

world deployment in balancing cloud computing 

needs for security and performance while 

amplifying scalability.  
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