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ABSTRACT 
Cloud storage auditing with deduplication can check 

the integrity of data saved in the cloud while only 

keeping a single copy of duplicated files in the cloud. 

To our knowledge, all existing cloud storage-auditing 

systems with deduplication are subject to brute-force 

dictionary assaults, resulting in user privacy leaks. In 

this work, we look at a new way to protect cloud 

storage audits from brute-force dictionary assaults. 
We present a deduplication-based cloud storage 

auditing technique with high privacy protection, in 

which the privacy of a user's file is not disclosed to 

the cloud or other parties when the file is predictable 

or tiny in size. 

 

I. INTRODUCTION 
Cloud storage has become widely accepted 

by individuals and businesses because of the rapid 
development of cloud computing and its benefits of 

universal access, low costs, and on-demand service. 

To alleviate their computing burden, users can 

outsource difficult computations to the cloud. Users 

can also outsource their large-scale data to the cloud 

to relieve local storage constraints. Because of this 

development, it is critical to ensure the quality of data 

storage services for users and the cloud. On the one 

hand, due to the unavoidable operating mistakes or 

software/hardware problems in the cloud, outsourced 

data may be corrupted or lost. As a result, it is vital to 

build cloud storage auditing, which allows customers 

to check the integrity of their data. 

It is vital to enhance the cloud's storage 

efficiency in order to improve the cloud's storage 

efficiency. 

to accomplish data deduplication in which the cloud 

saves only one copy of the duplicated file and 

provides users with a link to it. 

Users frequently encrypt their data before 

sending it to the cloud since they do not want their 

sensitive information exposed to the cloud and other 

parties. The convergent encryption was proposed to 
encrypt data in order to achieve deduplication across 

encrypted data. A convergent encryption technique 

encrypts data using a key obtained deterministically 

from the data (for example, the hash value of the 

file). As a result, the cipher text generated by the 

same file will be identical. It means that cipher text 

deduplication is possible. 

By introducing a key server to assist users in 

generating the convergent data, are established a 

secure auditing and data deduplication technique. 

By establishing a key server to assist users 
in generating the convergent key, Li et al. [18] 

established a secure auditing and data deduplication 

technique. Because a secret "seed" is encoded in the 

convergent key, the cloud cannot deduce or derive 

the convergent key from the content of the file under 

this system. Unfortunately, using brute-force 

dictionary attacks, the key server can estimate or 
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derive the file's content from the hash value supplied 

from the user. As a result, this technique will not be 

able to completely avoid brute-force dictionary 

attacks. Furthermore, any user who want to upload a 

file to the cloud must complete the following steps. 

 

II. LITERATURE SURVEY 
[1].Author: PaweenPusaksrikit Tutor: Jorgen 

LindhJonkoping: June 2006. “How does 

Knowledge Management improve the Service 

Industry”. 

Competitive advantage is important for a company’s 

performance in emerging markets. Many companies 

lost sight of competitive advantage to grow and 

compete with domestic and global competitors. Thus, 

many companies try to gain it from managing 
knowledge. However, while the companies have to 

leverage their knowledge internally and externally to 

create and sustain a competitive advantage, they have 

to face many problems to manage knowledge. This 

thesis takes a critical look at problems and barriers of 

managing knowledge as well as how the service 

companies use knowledge management to improve 

their efficiency. 

[2]. “IEEEPES Sharing Knowledge on Electrical 

Energy Industry”. Authors: AleksiPaaso, 

Director, Distribution Planning, Clever Grid & 

Innovation, Commonwealth Edison Company 

(ComEd). Posted on 20 May 2020 

The IEEE Power and Energy Society (PES) Industry 

Technical Support Leadership Committee (ITSLC) 

prepared a knowledge sharing whitepaper to collect 

practical experiences from electric utilities and 

system operators around the world. This presentation 

will provide an overview of the whitepaper’s results. 

Generating, transmitting and distributing electricity is 

a critical service, not just for the industry, but also for 

the communities who rely upon safe, reliable power. 

The ideas, strategies, and best practices emerging in 
the energy industry during this crisis also have the 

potential to provide insight on how the industry can 

evolve to meet a transforming electric grid in an 

increasingly digital world. 

[3] “Knowledge Management at General Electric: 

A Technology Transfer Case Study”.Authors: 

Richard V. McCarthy, Jay E. Aronson, August 

2004. 

Knowledge management is the active transfer of 

knowledge throughout an organization. Such 

organizations may be corporations, non-profit 

organizations, governments, or international 
agencies. It involves the capture, refinement, storage, 

and dissemination of knowledge. Essentially, the goal 

of knowledge management is to enable the successful 

transfer of the right knowledge to the right people, in 

the right format, at the right time. Methodologies for 

knowledge management can and should be utilized 

by international organizations.  

We describe how General Electric Corporation (GE) 

has implemented knowledge management to enable 

technology transfer in an international organization. 

GE has demonstrated that knowledge management 
systems can have an immediate impact, and financial 

benefit to international organizations that have a 

willingness to embrace a knowledge sharing culture. 

They were able to leverage their knowledge, in a 

global sense, to create significant returns.  We 

conclude with an evaluation of how other firms can 

utilize the GE approach. 

 

III. PROPOSED SYSTEM. 
In this project, investigate how to fully resist the 

brute force dictionary attacks and realize 

deduplication with strong privacy protection in cloud. 

  Design a novel method to generate the file 

index, and employ a new strategy to generate the key 

for file encryption.  

 In order to improve the storage efficiency, 

the users, who own the same file, are able to generate 

the same ciphertext and the same authenticators.  

 The proposed scheme effectively achieves 

data deduplication and authenticator deduplication. 

 

 
 

IV. SYSTEM ARCHITECTURE 
To achieve lightweight cloud storage auditing 

with dedu-plication supporting strong privacy 

protection, our 

schemeshouldsatisfythefollowinggoals: 

1) Correctness:  

To ensure that the cloud can 

passtheuser’svalidationonlyiftheauditing profit 

generatesisvalid,andtheciphertextretrievedfromtheclo

udcanpasstheuser’svalidationonlyiftheciphertextisinta

ct. 
2) Auditing soundness:  

To assure that if the cloud corrupts the user’s data, it 

cannot pass the user’s validation. 
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3) Strong privacy protection:  

To guarantee that both thecloud and the 

cannotextracttheusefulinformationof the file by 

launching the brute-force dictionary at-tacks. 

4) Lightweightcomputationontheuserside: 
Toensurethat the user only needs to execute 

lightweight com-putation operations for authenticator 
generation, dataintegrityauditingandfileretrieval. 

 

V. RESULT 
During the research, the respondents were first 

presented with phrases regarding the perception of 

trust, which allowed them to present their opinions on 

the meaning of this concept. 

The survey questionnaire used the approach 

developed in the literature 
The problem of gaining knowledge on 

service utilities is difficult, but it can be easily done 

with a Knowledge Sharing on Electrical Utilities 

application like this. Well-experienced ServiceThe 

problem of gaining knowledge on service utilities is 

difficult, but it can be easily done with a Knowledge 

Sharing on Electrical Utilities application like this. 

Well experienced Serviceproviders given knowledge 

on Electrical Utilities to the Customer. Therefore, 

that customer can get knowledge on Electrical 

Utilities. 

 

SCREENSHOTS: 
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VI. CONCLUSION 
We investigate how to handle the problem 

of user privacy leaking in cloud storage audits with 

deduplication when brute-force dictionary attacks are 

launched in this research. We devise a simple cloud 

storage auditing technique that includes deduplication 

and provides good privacy protection. The user's 

privacy can be properly protected from the cloud and 

other parties under the proposed approach. For 
generating data authenticators and validating data 

integrity, the user relieves the substantial 

computational strain. The proposed scheme is secure, 

according to the security proof. Experiments are also 

used to give thorough comparisons between our 

proposed method and other existing schemes. The 

suggested system achieves improved storage 

efficiency and is more efficient in the authenticator 

production and auditing phases, according to 

experimental data. 
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