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ABSTRACT 

For several years since the official adoption of the 

internet of a thing into the security architecture in 

Nigeria, data management has remained a serious 

challenge and has continued to affected the security 

of the country. This study examines the impact of 

data management system on security management 

in Nigeria, the specific objective is to explore the 

challenges of data management by security 

agencies in Nigeria. The study adopts conceptual 

desk review approach, surveys design was used for 

sourcing secondary data from existing empirical 

studies, survey reports and other academic and 

professional materials in line with the study. 

Literature was reviewed thematically in line with 

the specific objectives, the study was anchored on 

the Technology and Military Theory. The study 

indicated that the basic security threats to data 

management and security usage are data 

fragmentations, limited adoption of modern 

technologies, Standardization Issues, 

Bureaucratic Constraints, Cybersecurity Risks, 

Political Interference and Organizational 

Challenges among others.The study concluded 

that data management has continued to face 

effectiveness in security agencies faces similar 

constraints, further exacerbated by infrastructural 

and resource challenges. it owes that the Nigerian 

Police Force (NPF) and the Department of State 

Services (DSS) have continued to grapple with 

cyber threats, resource limitations, and aging 

infrastructure that restricts data management 

effectiveness. It further added that the Nigerian 

military data management systems in counter-

insurgency operationsintelligence remain 

vulnerable to cyber-attacks, compromising national 

security efforts. Hence, effective data management 

is sacrosanct in the preservation and maintenance 

of security in Nigeria.  

Keywords: data, Data management, security, 

security, management 

 

 

 

I. INTRODUCTION 
In today‘s interconnected world, effective 

data management has become a fundamental 

component of national security. As governments 

increasingly rely on data-driven intelligence, the 

capacity to gather, analyze, store, and protect data 

has profound implications for detecting and 

responding to security threats (Rehan, 2024). 

Countries around the globe, including the United 

States, the United Kingdom, China, and members 

of the European Union, have heavily invested in 

advanced data management systems to strengthen 

their national security (Mix, 2013). Data 

management technologies ranging from artificial 

intelligence (AI) and machine learning to cloud 

computing and encryption support various security 

functions, such as surveillance, threat intelligence, 

and interagency communication (Fahad, Kumar, 

Arif & Hussain, 2023).  

Globally, these technologies have 

enhanced national security efforts by enabling 

faster response times, improving threat prediction 

accuracy, and enhancing international collaboration 

in the fight against transnational threats like 

terrorism, cyberattacks, and organized crime. 

Nigeria faces a range of national security threats, 

from terrorism and insurgency to cybercrime and 

organized criminal networks (Adisa, 2023). 

Effective data management could significantly 

enhance the country‘s capacity to address these 

threats by providing real-time intelligence and 

improving interagency coordination. However, 

Nigeria‘s current data management infrastructure 

within security agencies is characterized by 

fragmentation, outdated technology, and limited 

cybersecurity measures (Olaniran, 2022). Security 

agencies, such as the Nigerian Police Force, the 

Department of State Services, and the Nigerian 

Armed Forces, operate in silos with minimal data-

sharing mechanisms, hindering effective response 

to threats (Adisa, 2023). Furthermore, cyber threats 

have become an increasingly pressing concern, 

with frequent data breaches and cyberattacks 

targeting both governmental and private 
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institutions, exacerbated by a lack of robust data 

protection regulations and enforcement 

mechanisms. 

The fragmented nature of data 

management in Abuja creates significant delays in 

intelligence sharing undermining security agencies‘ 

capacity to respond swiftly to potential threats 

(Ackah-Athur, 2023). Additionally, cybersecurity 

vulnerabilities in Abuja‘s data management 

systems expose sensitive information to 

cyberattacks, which can compromise both national 

security and public safety. The limited technical 

infrastructure and budgetary constraints faced by 

security agencies in Abuja further exacerbate these 

issues, highlighting the need for a more cohesive 

and well-resourced data management strategy. In 

this context, the importance of an integrated data 

management system that ensures availability, 

accuracy, and security of information cannot be 

overstated. Such a system would not only improve 

intelligence gathering and coordination among 

security agencies but also contribute significantly 

to the prevention and management of security 

incidents. Despite its potential, the current data 

management infrastructure in Nigeria remains 

underdeveloped and vulnerable to cyber-attacks 

and breaches, posing a considerable risk to national 

security, particularly in a high-stakes region like 

Abuja. Therefore, understanding the impact of data 

management on national security operations in 

Abuja is crucial for addressing the vulnerabilities 

that compromise Nigeria's ability to safeguard its 

citizens and interests effectively. It in view of the 

foregoing that this study intends to investigate the 

impact of data management practices on national 

security Nigeria‘s Federal Capital Territory, Abuja. 

 

Statement of the Problem 

For almost a decade on, national security 

is increasingly dependent on the capacity to 

manage and secure data effectively, particularly in 

key regions like Abuja, Nigeria's administrative 

and political center. Security agencies in Abuja 

face significant challenges in data management that 

hinder their ability to respond efficiently to security 

threats. These agencies struggle with outdated data 

storage infrastructures, fragmented interagency 

data-sharing protocols, and insufficient 

cybersecurity safeguards. As a result, the potential 

for delayed responses to security threats, 

compromised intelligence operations, and a 

weakened security framework increases, exposing 

critical vulnerabilities in Nigeria‘s national security 

infrastructure. 

A primary concern is the lack of 

interagency data coordination, as agencies often 

operate in silos, with limited frameworks for 

sharing real-time information across departments. 

This fragmentation in data management not only 

delays responses to potential threats but also 

hinders the proactive identification of emerging 

security risks. Cybersecurity also remains 

inadequate, with incidents of data breaches and 

cyberattacks highlighting the system‘s 

susceptibility to both internal and external threats. 

In some cases, breaches have exposed sensitive 

data, underscoring the need for a resilient data 

management infrastructure capable of protecting 

classified information and reinforcing public trust. 

Exacerbating these issues is Nigeria's 

limited investment in advanced data management 

technologies. Security agencies often rely on 

outdated systems that cannot support the demands 

of modern data processing and analysis (Mursu, 

2002; Abiodun, Abiodun, Alawlda, Alkhawaldeh 

& Arshad, 2021). This lack of technological 

advancement affects the integration of information 

across security networks and limits the ability to 

generate accurate, timely intelligence. In Abuja, 

where government institutions and strategic 

decision-making entities are centralized, the 

consequences of weak data management systems 

pose a significant risk to national stability and 

security, potentially affecting Nigeria‘s ability to 

protect its citizens and uphold its international 

commitments.While data management has 

continued to threaten national security efforts, there 

is lack of empirical studies on impact of data 

management on national security, few available 

studies reviewed lacked proper methodological 

scope, the study location lacks empirical studies on 

data management and theories adopted by the past 

studies are already obsolete; these challenges has 

caused policies inefficiency and summersault 

across the country,  it is against the background of 

the above identified gap that this study will 

examine the impact of data management on 

national security in FCT, Abuja, Nigeria. 

 

Objectives of the study 

i. To examine the impact of data management on 

security management in Nigeria 

ii. To explore the challenges of data management 

by security agencies in Nigeria  

 

II. METHODOLOGY 
The study adopts conceptual desk review 

approach, surveys design was used for sourcing 

secondary data from existing empirical studies, 
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survey reports and other academic and professional 

materials in line with the study.  

 

Technology and Military Theory 

This theory was credited to Sun Tzu, the 

Chinese strategist and philosopher of war, to the 

advent of the information age and its military 

subset, "information war." This may seem curious, 

for Sun Tzu lived some 2500 years before the 

invention of the computer, the fiber-optic cable, or 

the orbital satellite. What appeals to many current 

military writers is Sun Tzu's simple, aphoristic 

approach to warfare based on the principles of 

superior intelligence, deception, and knowledge of 

the mind of one's enemy. Current theorists 

therefore conclude that the new mode of warfare 

ushered in by the information revolution will have 

sweeping effects on the conduct of war in the near 

future. Precision weapons will be directed at the 

enemy's decisive point(s) at the critical moment 

through "information superiority." Superiority, in 

turn, will occur through space, near-space, and 

ground-based sensing technologies that will 

transmit attack instructions in real time via a 

"system of systems" that links all parts of the 

battlespace. Some even predict that the new 

technologies will penetrate, if not lift, the fog of 

war. The more radical of the theorists predict that 

information warfare will not only provide dominant 

awareness of the battlespace; it will also allow us to 

manipulate, exploit, or disable enemy information 

systems electronically. The intent here evidently is 

to knock an enemy senseless--literally--and leave 

him at the mercy not only of conventional kinetic 

attack, but of psychological operations aimed at 

controlling his perceptions and decision-making 

abilities. Public opinion is to be shaped, leaders 

will be cut off from citizens, and the mind of the 

enemy will be directly penetrated and his strategy 

defeated. In the ideal case all this will occur 

bloodlessly, fulfilling Sun Tzu's goal of victory 

without battle. Finally, the theory owes that the 

renaissance and the emergence of the scientific 

revolutions of the 16th and 17th centuries 

stimulated a fascination with the machine which 

extended beyond the realm of science and 

technology proper into the culture and, inevitably, 

into the making of war. In nutshell, this theory 

buttressed the importance of data management in 

creating deterrence instead of engaging in real war 

with the perceived enemies. 

 

 

 

 

Conceptual Clarification 

Data Management 

Data management is the systematic 

process of collecting, storing, organizing, 

protecting, and maintaining data to ensure its 

accuracy, accessibility, and usability. In 

organizational contexts, effective data management 

encompasses a range of activities, including data 

entry, validation, security, storage, and retrieval, 

with the ultimate goal of supporting decision-

making and operational efficiency (Loshin, 2011). 

Particularly within security agencies, data 

management is essential for handling sensitive 

information, facilitating efficient intelligence-

gathering, and coordinating responses to threats. It 

also involves strategies for safeguarding data from 

unauthorized access and cyber threats, which is 

critical for maintaining data integrity and 

protecting national security interests (Davenport & 

Prusak, 1998). As technology advances, modern 

data management practices increasingly rely on 

digital platforms and advanced security protocols, 

making them essential to contemporary security 

operations.In the context of this study, data 

management is conceptualized as the structured 

approach by which security agencies in Abuja 

handle data related to national security operations, 

specifically focusing on intelligence-gathering, 

threat assessment, and interagency collaboration. 

 

Concept of Security 

Nwanegbo and Odigbo (2013) submit that 

there are two dominant schools of thoughts that see 

security from different perspectives - the Neo-

Realist and Postmodernist-Pluralist. The Neo-

Realist like Buzan (1991) sees human insecurity to 

include political, economic, social and 

environmental threats that are militaristic. He 

demonstrates a tripartite concept analysis of 

security based on international system, state level 

and individual level but submitted that sovereign 

states should remain the most effective security 

provider.  

According to section 14 (2) (b) of the 

Federal Republic of Nigeria‘s constitution, the 

welfare and security of the populace must be the 

state‘s primary goals. The security and well-being 

of the people are jointly stated as the only goals in 

this declaration (Okeke, 2022). Every requirement 

is present when one desires to grasp security. All 

people, both governmental and non-governmental, 

are excessively concerned about security (Akpan, 

2017). The need for security becomes a vital issue 

of political thought and action in a world of 

perceived improbability and danger. It channels a 
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broad yearning for more dependability, stability, 

and tangibleness in the face of the terrifying forces 

of unpredictability, rapid transformation, and 

complexity. Ironically, however, there is no 

consensus on what the phrase ―security‖ means, 

and it does not lend itself to any prognosis. Instead, 

it delineates the boundaries of a hotly contested 

terrain (Boemcken and Schetter, n.d.). ―Security is 

regarded as a state in which citizens are free from 

any dangers to their lives and means of subsistence, 

free from bodily damage, diseases, unemployment, 

and human rights violations wherever they may be 

found inside a sovereign nation‖ (Ndubuisi-Okolo 

Anigbuogu, 2019, p. 8). In order to foster 

sustainable human development and to advance 

regional, national, and international peace and 

stability, security might be viewed as a ―public 

good‖ (Hussein, Gnisci and Wanjiru, 2004:11). In 

nutshell, this study conceived security to cover all 

efforts made by government and the governed 

towards meeting the needs of individual and 

community life using state and individual 

resources. 

 

To examine the impact of data management on 

security management in Nigeria 

Globally, data management has become 

integral to enhancing interagency collaboration, 

facilitating real-time decision-making, and 

improving intelligence gathering (Repetto, Carrega 

& Rapuzzi, 2021; Paulus, de Vries, Jansen & Van 

de Walle, 2023). Despite these benefits, common 

challenges persist, such as cybersecurity threats, 

data silos, and interoperability issues that reduce 

operational effectiveness.In the United States, 

federal agencies like the FBI and CIA have 

invested in advanced data management systems to 

promote information sharing, but standardization 

and secure access remain critical issues. Peterson 

and Tjalve (2018) noted that although there have 

been improvements, data sharing between these 

agencies is hindered by inconsistent protocols and 

limited cross-agency access controls. Similarly, 

Krasner (2021) identified that the Department of 

Defense's data systems face obstacles due to 

outdated software, budget restrictions, and complex 

access frameworks, which can inhibit interagency 

collaboration and slow down operational 

efficiency. 

While evidence indicates that data 

management enhances intelligence and response 

capabilities in security agencies globally, 

significant gaps remain. Studies consistently 

highlight outdated infrastructure, limited data-

sharing mechanisms, and a lack of standardized 

data practices as ongoing challenges in both global 

and Nigerian contexts. In Nigeria, the need for 

improved data standardization and investment in 

secure digital infrastructure is critical. Notably, 

Nigerian agencies also lack advanced data analytics 

and artificial intelligence technologies that could 

support real-time intelligence analysis, a limitation 

that future research should address.Given the 

reliance on data for proactive and effective security 

strategies, exploring how artificial intelligence and 

data analytics can be integrated into current 

systems is vital. Such technologies could bolster 

data reliability, mitigate cybersecurity risks, and 

optimize response times, positioning Nigeria‘s 

security agencies to address evolving threats with 

greater agility. 

 

To explore the challenges of data management 

by security agencies in Nigeria  

Data management plays a critical role in 

national security efforts, as intelligence and 

security agencies rely on timely, accurate, and 

accessible data for threat detection, response 

coordination, and strategic planning. However, 

security agencies globally face significant 

challenges in effectively managing data, impacting 

their operational efficiency and ability to respond 

to national security threats. 

 

1. Data Silos and Fragmentation 

One of the most pervasive challenges in 

national security data management is the presence 

of data silos, which refer to isolated data storage 

across different departments or agencies. Smith, 

Evans, and Wong (2018) examined data 

fragmentation issues in European intelligence 

agencies and found that data silos impeded 

information sharing across departments, slowing 

down threat response by an average of 30%. 

Similarly, Achieng and Nyaboke (2021) identified 

severe data silos in Kenyan security agencies, 

leading to missed opportunities for threat 

intelligence sharing during coordinated counter-

terrorism efforts. 

In Nigeria, Okonkwo and Ibe (2021) 

highlighted that the lack of an integrated data 

management platform resulted in redundant data 

storage and significant delays in intelligence 

sharing between national and state-level security 

agencies. Their study emphasized that data silos 

reduced inter-agency collaboration, which in turn 

affected the speed and effectiveness of intelligence-

driven operations. Globally, this issue underscores 

the need for improved data integration to ensure 
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that intelligence flows seamlessly across different 

levels of national security infrastructure. 

 

2. Technological Limitations 

Technological limitations, including 

outdated data systems and inadequate cybersecurity 

measures, pose additional challenges. According to 

Wu and Lee (2022), in several East Asian 

countries, legacy data systems used by intelligence 

agencies lack the storage and processing 

capabilities required for handling large data 

volumes generated from modern intelligence 

sources, such as social media and surveillance 

technologies. Their findings indicated that outdated 

infrastructure led to data processing delays and 

reduced the accuracy of intelligence predictions. 

A similar situation was reported by Musa 

et al. (2021) in Nigeria, where older data 

management systems limited the capacity of 

national security agencies to monitor insurgency 

and cyber threats. The study showed that poor data 

encryption practices made these systems vulnerable 

to cyber-attacks, which compromises sensitive 

intelligence data. Empirical findings from both 

African and Asian contexts suggest that outdated 

technology hinders the efficiency of intelligence 

processing and increases the vulnerability of 

national security systems to cybersecurity threats. 

 

3. Public Awareness and Education in 

Cybersecurity 

A low level of cybersecurity awareness 

among the Nigerian population increases 

vulnerability to cyber threats. According to Moritz 

& Rheign (2016), cybersecurity education at all 

levels is essential to promote safe online practices 

and increase understanding of data protection. In 

Nigeria, studies by Nadarajah and Param (2020) 

indicated that a lack of cybersecurity awareness 

among individuals and businesses often results in 

negligence towards digital hygiene practices, such 

as using weak passwords and neglecting software 

updates. The authors found that individuals with 

higher cybersecurity awareness exhibited a 35% 

reduction in data breaches, underscoring the 

importance of public education in mitigating cyber 

risks. 

 

4. Privacy and Compliance Concerns 

Balancing the need for comprehensive 

intelligence data with privacy rights and 

compliance obligations is a persistent challenge. 

With global privacy and data protection standards 

rising, intelligence agencies in Nigeria must 

balance surveillance with compliance to privacy 

regulations (Umaru, 2018). Johnson et al. (2020) 

conducted an empirical study in North American 

intelligence agencies and found that 85% of 

surveyed agencies encountered difficulties aligning 

data collection methods with privacy regulations, 

such as the General Data Protection Regulation 

(GDPR) in Europe. This issue has limited the 

agencies' access to crucial data, as data collection 

efforts had to be scaled back to avoid legal 

repercussions. 

In Nigeria, Akintunde et al. (2020) 

explored privacy-related data management issues in 

security agencies and revealed that legal 

restrictions on data collection often limited 

agencies' access to potentially valuable 

intelligence, particularly in anti-terrorism and anti-

corruption efforts. The study suggested that privacy 

regulations could restrict data-sharing capabilities, 

presenting a challenge for security agencies that 

need extensive data access to maintain national 

security. 

 

4. Interoperability and Standardization Issues 

Interoperability, or the ability of different 

data systems to work together, remains an area of 

concern for many security agencies. A study by 

Prasad and Bhattacharya (2019) examined 

interoperability issues in European counter-

terrorism units and found that different data 

formats and protocols across agencies led to data-

sharing inefficiencies. They observed that these 

inconsistencies delayed the exchange of 

intelligence data and reduced the effectiveness of 

cross-border threat responses by nearly 20%. 

In West Africa, Adeleke and Yusuf (2021) 

examined Nigeria‘s inter-agency data-sharing 

challenges during the Boko Haram crisis, finding 

that the lack of standardized data formats hindered 

effective collaboration between military and 

intelligence units. Their findings support the 

argument that standardized data protocols are 

crucial for timely threat detection and response, 

particularly in regions with cross-agency security 

operations. 

 

5.Organizational and Bureaucratic Constraints 

Bureaucratic constraints and 

organizational resistance to change have also been 

shown to limit data management efficiency in 

national security contexts. McIntyre and Roberts 

(2020) conducted a survey of 100 intelligence 

professionals in the United States and the United 

Kingdom, finding that 65% cited internal 

bureaucracy as a significant barrier to data-sharing 

initiatives. Their study highlighted that strict data-
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access hierarchies often restrict information flow 

within agencies, leading to delays in intelligence 

processing.In Nigeria, a study by Eke and Obasi 

(2023) showed that hierarchical structures within 

security agencies complicated data-sharing and 

limited the adoption of modern data management 

practices. Similarly, Okeke et al. (2020) observed 

that organizational reluctance to embrace 

technology led to slow adoption of centralized data 

management systems, negatively impacting 

intelligence sharing and response time. These 

findings emphasize that overcoming bureaucratic 

hurdles is essential for improving data-sharing 

capabilities in national security contexts. 

 

6. Cybersecurity Risks 

With the increasing reliance on digital 

data, cybersecurity threats pose a critical challenge 

to the integrity of national security data. In their 

study, Li and Xing (2021) highlighted that 

intelligence agencies across East Asia faced regular 

attempts at data breaches, with outdated security 

protocols leaving sensitive information vulnerable. 

The study found that implementing stronger 

cybersecurity frameworks could reduce breach 

attempts by up to 40%.In Nigeria, cybersecurity 

concerns also limit the effectiveness of data 

management practices. Adeleke and Yusuf (2021) 

found that security agencies often lacked adequate 

resources for securing data against cyber-attacks. 

The study further noted that cyber vulnerabilities 

impeded data-sharing capabilities between 

agencies, as sensitive information was often 

withheld to avoid security breaches. Empirical 

evidence thus points to cybersecurity as a critical 

area where data management practices require 

continuous improvement. 

7. Political Interference and Organizational 

Challenges 

Mabogunje (2018) highlighted that 

political interference often complicates data 

management in Nigeria‘s national security 

agencies. Such interference may prevent the 

adoption of new technologies and strategies that 

could otherwise enhance data protection and 

intelligence capabilities. Furthermore, Udubuisi et 

al. (2016) observed that internal bureaucracies and 

hierarchical structures in Nigerian agencies create 

barriers to efficient data sharing. These 

organizational challenges lead to delays in 

intelligence processing and threat response times. 

In their study, they found that bureaucratic 

inefficiencies contributed to a 30% delay in inter-

agency data transfer, adversely affecting 

collaborative threat response efforts. 

III. DISCUSSION 
To examine the impact of data management on 

security management in Nigeria 

Data breaches and cyber vulnerabilities 

have emerged as critical challenges to national 

security. With the increase in digital 

interconnectivity and dependence on cyberspace, 

protecting national security from cyber threats has 

become complex, especially as cyber attackers 

evolve and expand their tactics (Cavelty, 2020). 

This review explores empirical studies on how data 

breaches and cyber vulnerabilities impact national 

security, focusing on response strategies, the socio-

economic impacts, and policy mechanisms aimed 

at managing these threats.The impacts of data 

breaches on national security are well-documented, 

highlighting economic losses, compromised 

defense infrastructure, and weakened government 

credibility. For instance, the Office of Personnel 

Management (OPM) breach in the United States in 

2015 exposed sensitive information of over 21 

million federal employees, demonstrating the 

potential for massive, long-lasting effects on 

government personnel and operations (Figueroa, 

2015). Research suggests that such breaches can 

significantly erode public trust in government 

institutions, undermining confidence in national 

security (Sarjito, 2024). 

Another example includes the 2014 breach 

on Sony Pictures Entertainment, where North 

Korean hackers allegedly compromised sensitive 

corporate and employee data, signaling the risk of 

cyber vulnerabilities to national infrastructure and 

international diplomatic relations (Hathaway, 

2017). The breach underlined how cyber 

vulnerabilities could disrupt not only national 

security operations but also economic sectors 

central to national stability.In Nigeria, the breach of 

the National Identity Management Commission 

(NIMC) in 2020 exposed the personal information 

of millions, raising concerns about the implications 

for national security, especially regarding identity 

theft and fraud (Opara, 2024). This incident 

highlights the vulnerabilities within governmental 

agencies and the need for enhanced cybersecurity 

measures to protect sensitive data. Similarly, a 

study by Adisa (2023) reported that over 40% of 

Nigerian organizations experienced data breaches, 

significantly impacting operational integrity and 

trust among citizens. 

Studies have examined how cyber 

vulnerabilities in national defense systems expose 

governments to potential security risks. According 

to Lewis (2019), vulnerabilities in defense 

databases, weapon systems, and communications 
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networks create pathways for hostile actors to 

compromise national defense capabilities. Geeorge, 

Baska and Srikaanth (2024) notes that 67% of 

surveyed government officials reported cyber 

vulnerabilities in their infrastructure, highlighting a 

pressing need for resilient cybersecurity strategies. 

Such vulnerabilities compromise the efficacy of 

intelligence-gathering activities and impede real-

time responsiveness to threats (Rantala, Swallow, 

Paloniemi & Raitanen, 2020).A 2022 survey by 

Global Security Studies indicated that defense 

contractors and government agencies suffer 

frequent cyberattacks, with 58% of respondents 

reporting at least one successful attack within the 

past five years. This prevalence points to a need for 

constant vigilance and updated security protocols 

within national defense systems, as outdated 

systems are prone to exploitation (Global Security 

Studies, 2022).In the African context, the African 

Union (AU) has recognized the growing threat of 

cyber vulnerabilities. A report by the African 

Union's Cyber Security Strategy (2020) indicated 

that over 90% of African countries face challenges 

related to cyber threats, significantly affecting 

national security frameworks. In Nigeria, the 

Nigerian Army has reported increasing incidents of 

cyberattacks aimed at its command-and-control 

systems, with officials citing a lack of 

comprehensive cybersecurity policies as a major 

concern (Onugha, 2018). 

 

To explore the challenges of data management 

by security agencies in Nigeria  

Policy responses are central to managing 

cyber vulnerabilities effectively. Research by Dunn 

Cavelty and Wenger (2020) examined national 

cybersecurity policies across several countries and 

found that those with robust legislative frameworks 

for data protection and breach response 

experienced fewer severe incidents. Countries such 

as the United Kingdom, which enacted the National 

Cyber Security Strategy (2016-2021), have seen 

improved cybersecurity metrics, underscoring the 

effectiveness of systematic policy frameworks in 

mitigating risks (Wenger & Cavelty, 2022).In 

addition, cross-agency collaboration, a key policy 

mechanism, has proven effective in addressing 

cybersecurity threats (Wilshusen, Crosland, 

Businsky et al., 2015). This collaborative approach 

encourages the sharing of intelligence and 

resources between federal and state institutions, as 

well as with private sectors critical to national 

security, such as telecommunications and finance 

(Wilshusen et al., 2015). An empirical study on the 

effectiveness of the European Union‘s Network 

and Information Security Directive (NIS) indicated 

that countries with well-implemented cybersecurity 

standards and response protocols showed a 20% 

decrease in successful data breaches over three 

years (European Union Agency for Cybersecurity, 

2019). 

 

IV. CONCLUSION 
Conclusively, data management has 

continued to face effectiveness in security agencies 

faces similar constraints, further exacerbated by 

infrastructural and resource challenges. Mbaso 

(2021) highlighted that the Nigerian Police Force 

(NPF) and the Department of State Services (DSS) 

grapple with cyber threats, resource limitations, 

and aging infrastructure that restricts data 

management effectiveness. Aleyomi and Nwagwu 

(2023) studied Nigerian military data management 

systems in counter-insurgency operations, noting 

that while these systems contribute valuable 

intelligence, they remain vulnerable to cyber-

attacks, compromising national security efforts. 

Hence, effective data management is sacrosanct in 

the preservation and maintenance of security in 

Nigeria.  
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