
 

  

International Journal of Humanities Social Science and Management (IJHSSM) 

Volume 6, Issue 1, Jan.-Feb., 2026, pp: 590-598                            ISSN: 3048-6874  

www.ijhssm.org                                                      

 

 

 

| Impact Factor value 7.52 |                                ISO 9001: 2008 Certified Journal                                    Page 590 

Examination of Cyber Fraud and Business Development in 

Abuja-Nigeria 2015-2024 
 

BATURE Sunday Ali1, Prof. UMAR Shehu Usman2 &, Mohammed Ayuba 

Oche3 
Institute of Goverance and Development Studies, Nasarawa State University, Keffi1, Department of Political 

Science, Nasarawa State University, Keffi2, Department of Sociology, Federal University, Lafia, Nasarawa 

State3 

----------------------------------------------------------------------------------------------------------------------------- --------- 

Date of Submission: 14-02-2026                                                                          Date of Acceptance: 27-02-2026                                                              

----------------------------------------------------------------------------------------------------------------------------- ---------- 

Abstract 
This paper examined the examine the trend of cyber 

fraud in Abuja-Nigeria 2015-2024: challenges and 

security implications. The study adopted the survey 

research design, the study population was 1,699,701 

people, a sample size of 378 respondents was adopted 

using the Krejcie Morgan’s formula. Multi-stage 

sampling technique was used. Questionnaire the 

major instrument of data collection. The quantitative 

data collected using the questionnaire instrument was 

analysed using descriptive statistics. It also revealed 

that the study revealed that the majority of the 

respondents perceived cyber fraud have significantly 

disrupts business operations, undermines investor 

confidence, and increases operational costs in Abuja. 

This finding agrees with Mohammed, Ali, and 

Abiodun (2024), Okoli (2023) and Uzoamaka (2023) 

in their respective studies on internet fraud among 

secondary school students in Bayelsa State. The 

study revealed that cybercrime incidents are 

relatively frequent and have become a noticeable part 

of the digital experience for a significant portion of 

the population. It reflects a consistent exposure to 

cyber threats and may highlight inadequate 

preventive measures. This result clearly shows that 

most respondents perceive a rising trend in cyber 

fraud incidents, suggesting an escalation in 

cybercrime activities in Abuja over the last five years. 

Government and concerned stakeholders should 

build on existing efforts to address the sociological 

challenges like unemployment influencing youth into 

cyber fraud in Abuja-Nigeria. It also recommends 

that the banking sector should engage cyber experts 

in Abuja to train business owners and corporations on 

how to detect cyber fraud during business 

transactions and to empower them to be extra vigilant 

to the activities of fraudsters in and around their 

business facilities in Abuja.  
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I. Introduction 
Over the last decade, the global community 

has been rapidly transformed, largely due to 

advancements in technical infrastructure, particularly 

the Internet. This digital revolution has facilitated 

seamless communication, information sharing, and 

business transactions across borders, leading to high 

interconnectedness and interdependence among 

nations, individuals, and businesses (Alao, Osah, & 

Eteete, 2019). The electronic market is now open to 

everybody, including criminals. It was projected that 

by 2020, global Cyber security spending will reach 

$170bn, a 126% increase from $75bn in 2015. 

According to the World Economic Forum’s report 

Globalization 4.0, “More organizations than ever are 

conducting business online” (Broeders, 2021). 

However, alongside these benefits, the rise of the 

Internet has also introduced significant security 

challenges, one of the most concerning being cyber 

fraud. Cyber fraud involves illegal activities such as 

identity theft, hacking, online scams, and financial 

fraud perpetrated digitally. It is a subset of 

cybercrime that specifically targets economic 

systems, causing substantial financial harm to 

individuals, organizations, and nations. 

The growing prevalence of cyber fraud has 

far-reaching implications, particularly on the 

economic security of nations. In recent years, the 

sophistication of cybercriminals has escalated, with 

many perpetrators leveraging advanced digital 

technologies to commit fraud, bypass security 

measures, and exploit vulnerabilities without the 

need for physical presence. This has raised serious 

concerns about the safety of financial systems and the 

ability of governments and institutions to protect their 

citizens' economic interests (Yakubu, 2017). 

Globally, cyber fraud has resulted in billions of 

dollars in financial losses, severely impacting 

businesses and governments alike. In response, 

nations are making significant efforts to fortify their 

cybersecurity systems, recognizing that unchecked 

cyber fraud can destabilize economies, destroy 
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critical infrastructures, and lead to substantial losses 

in national revenue (Fischer, 2009; Babayo et al., 

2021). 

Nigeria, as the most populous country in 

Africa, is particularly vulnerable to cyber fraud. With 

over 200 million people and a rapidly growing digital 

economy, the country has witnessed a surge in 

cybercriminal activities that directly threaten its 

economic security. The proliferation of internet in 

Nigeria has indeed come with unintended 

consequence, as a haven for criminals. Cybercrime 

has remained a challenging issue despite increasing 

awareness and attention to addressing the menace in 

Nigeria and across the globe. Nigeria is ranked 

among the top countries in the world for internet 

fraud, which has contributed to massive financial 

losses and a significant loss of investor confidence 

(Federal Bureau of Investigation, 2022). While the 

above is true, literature on the trends and pattern of 

cyber fraud is still scanty in Abuja. It is against the 

background of the foregoing that this study has 

examined the pattern and trend of cyber fraud in 

Abuja. 

 

1.1 Statement of the Problem 

Cyber fraud in Abuja and Nigeria presents a 

significant and persistent threat to national economic 

development drive, primarily due to it transnational 

implications on growth and development of the 

Nigeria economy. For several years now, scammers 

in Abuja have continued to skillfully operate across 

borders taking advantage of legal and jurisdictional 

gaps that complicate prosecution and enforcement 

laws prohibiting cyber fraud especially Urbanized 

areas like AMAC, Bwari and Gwagwalada. This 

creates a fertile ground for fraudsters to perpetuate 

their schemes with relative impunity. In spite the 

implementation of various countermeasures, 

including international cooperation between law 

enforcement agencies, public awareness campaigns, 

and legislative initiatives aimed at enhancing 

cybersecurity and financial regulations in Nigeria and 

Abuja in particular, these efforts are often 

undermined by the scammers' continuous adaptation 

and sophistication in their modus operandi. The 

fraudsters operating syndicate cells around AMAC, 

Bwari and Gwagwalada constantly evolve in their 

methods to exploit new vulnerabilities and obscure 

their identities, making it challenging to track and 

apprehend them by the constituted authorities.  

Conspicuously, government have tasked 

several federal and state security agencies like the 

Economic and Financial Crimes Commission 

(EFCC), Independent Corrupt Practices and other 

related Crime, the Nigerian Police, Nigerian 

Immigration Service, and the other informal local 

security networks to be vigilant and crackdown on 

cells of cyber criminals operating within the FCT 

(Ajani, 2025).  

In spite the above actions, in 2014 business 

owners lost a staggering sum of N 6.1 billion naira to 

fraudsters with 1,461 reported cases, the Federal 

Bureau of Investigation (FBI) reported 14.607 

victims of advanced fee scams in 2019 with losses 

exceeding $3.5 Billion. The Nigerian Inter Bank 

Settlement System (NIBSS) reported a surge of 1,461 

fraud cases from 2015 to 2017. However, reports 

indicate a significant increase of cyber fraud in 2024 

with notable increase in the amount involved and lost. 

The FITC fraud and Forgery Report for Q3 2024 

shows a 65% jump in fraud cases reported by 

Nigerian Banks in both Abuja and Lagos, Also, 

EFCC has a record breaking 4,111 convictions in 

2024 and recovered over N365.4 billion. Banks lost 

N53.4 billion naira to fraud in the first nine month of 

2024 compared to N9.4 billion naira in 2023. 

According to Arise News report (10th March, 2025), 

the EFCC has made a recovery of 364.6 billion naira, 

$214.5 million dollars, £54,318.64 pounds, €31,265, 

CAD $2,990 and AUD $740 all in 2024 respectively. 

Consequently, the economic impact of 

cyber fraud has continued to grow, causing 

substantial financial losses and undermining trust in 

digital and financial systems across Lagos State. for 

instance, many businesses outlets do not accept wired 

transfer of money when purchases are made, this is 

owing to the prevalence of fake credit alerts, 

misrepresentation of figures and arbitrary debiting of 

business fund from unsuspecting business owners. 

Thus, the banking industry has made the matter even 

worse, business funds are not safe in the banks, 

people’s money are being wired to different accounts 

and the legal framework for investigating such 

actions are complicated in Nigeria leaving victims to 

suffer without proper investigations (Ajani, 2025). 

These actions have made business and economic 

activities complex in the Abuja becaus people cannot 

access cash and many business owners are reluctant 

to accept transfer consequently, this has continued to 

affect the economic growth and development in 

Abuja.  

 

1.2 Objectives of the study 

The main objective of the study is to examine the  

cyber fraud and Business development in Abuja-

Nigeria 2015-2024. The specific objectives are to: 

i. Ascertain the prevalence type of cyber fraud 

trending in Abuja 

ii. Examine the role of unemployment on cyber 

fraud in Abuja 
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iii. Determine the impact of cyber fraud on 

business environment in Abuja  

 

II. Methodology 
This paper examined the examine the trend 

of cyber fraud in Abuja-Nigeria 2015-2024: 

challenges and security implications. The study 

adopted the survey research design, the study 

population was 1,699,701 people, a sample size of 

378 respondents was adopted using the Krejcie 

Morgan’s formula. Multi-stage sampling technique 

was used. Questionnaire the major instrument of data 

collection. The quantitative data collected using the 

questionnaire instrument was analysed using 

descriptive statistics. 

 

III. Data Presentation and Analysis 
 

Demographical Data of the Respondents  

  
Figure, 1                                                    Figure: 2 

 

 
Figure: 3        Figure: 4 
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Figure 1, indicated that majority of the respondents (35%) were within the age bracket of 25- 34 year of age, 

figure 2: shows that male (58%) respondents are the dominant gender in the study, the study further indicated that 

figure 3 indicated that majority of the respondents had diploma and other certificates basically. While figure: 4 

revealed that majority of the respondents (26.6%)received #50,000 to #100, 000 as monthly income.  

 

Table 2: Responses on the frequency of cyber fraud incidence in Abuja 

Response Frequency Percentage (%) 

Very often 98 27.1% 

Often 112 31.0% 

Occasionally 93 25.8% 

Rarely 42 11.6% 

Never 16 4.4% 

Total  361 100 

Source: Field Survey, 2025 

 

Table 2: indicated that the highest percentage, 31.0% 

(112 respondents), indicates that many respondents 

believe cyber fraud occurs often in Abuja. This 

suggests that cybercrime incidents are relatively 

frequent and have become a noticeable part of the 

digital experience for a significant portion of the 

population. It reflects a consistent exposure to cyber 

threats and may highlight inadequate preventive 

measures.  

 

Table 3: Responses on whether the rate of cyber fraud in Abuja increased in the past five years 

Response Frequency Percentage (%) 

Strongly agree 134 37.1% 

Agree 121 33.5% 

Neutral 54 15.0% 

Disagree 38 10.5% 

Strongly disagree 14 3.9% 

Total  361 100 

Source: Field Survey, 2025 

 

Table 4.4 presents respondents’ perceptions of 

whether the rate of cyber fraud in Abuja has increased 

over the past five years. Out of the 361 respondents, 

the majority strongly agree (134 respondents; 37.1%) 

and agree (121 respondents; 33.5%), accounting for 

a combined 70.6% who believe that cyber fraud has 

increased during this period This result clearly shows 

that most respondents perceive a rising trend in cyber 

fraud incidents, suggesting an escalation in 

cybercrime activities in Abuja over the last five years.  

 

Table 1: Respondents responses on whether they have ever been a victim of cyber fraud 

Response Frequency Percentage (%) 

Yes 204 56.5% 

No  157 43.5% 

Total  361 100 

Source: Field Survey, 2025 

 

Table 1: indicated that the highest 

proportion of victims (56.5%) suggests that cyber 

fraud is a serious and growing concern, with 

significant implications for individuals' financial 

security, data safety, and overall trust in digital 

transactions. On the other hand, the 43.5% who have 

not experienced cyber fraud may reflect differences 

in exposure levels, use of preventive measures, or 

varying awareness of cybersecurity practices. 

 

Table 4.5 Responses on type of cyber fraud ever encountered or heard of the most. 

Type of Cyber Fraud Frequency Percentage (%) 

Phishing 104 28.8% 

Identity theft 72 19.9% 
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Online scams (e.g., fake lotteries, job offers) 98 27.1% 

Unauthorized access to financial accounts 57 15.8% 

Others 30 8.3% 

Total  361 100 

Source: Field Survey, 2025 

 

Table 4.5 shows the types of cyber fraud that 

respondents have either experienced or heard of the 

most in Abuja. Out of 361 respondents, the most 

reported types were phishing (104 respondents; 

28.8%) and online scams such as fake lotteries and 

job offers (98 respondents; 27.1%), followed by 

identity theft (72 respondents; 19.9%). Thus, the 

findings shows that phishing and online scams are the 

most prevalent forms of cyber fraud in Abuja, 

together accounting for 55.9% of reported cases. 

Identity theft also appears as a significant threat, 

affecting nearly one-fifth of the respondents.  

 

Table 4.6 Respondents views whether unemployment contributes to the rise of cyber fraud in Abuja 

Response Frequency Percentage (%) 

Strongly agree 141 39.1% 

Agree 128 35.5% 

Neutral 42 11.6% 

Disagree 33 9.1% 

Strongly disagree 17 4.7% 

Total 361 100% 

Source: Field Survey, 2025 

 

The analysis revealed that a significant proportion of 

respondents (33.8% strongly agree and 37.1% agree) 

believe that the level of internet literacy in Abuja 

contributes to the persistence of cyber fraud (Table 

4.7). This represents a cumulative 70.9% of the 

respondents, indicating a strong perception that 

internet literacy plays a pivotal role. The reasoning 

behind this could be twofold. On one hand, higher 

internet literacy may empower individuals to exploit 

digital systems maliciously, thereby fostering cyber 

fraud. On the other hand, low or insufficient literacy 

among some segments creates vulnerabilities that 

cybercriminals exploit, particularly through phishing, 

identity theft, and social engineering schemes.  

 

Table 4.12 Respondents view on whether cyber fraud negatively impacts the business environment in 

Abuja. 

Response Frequency Percentage (%) 

 Strongly agree 142 39.3% 

Agree 131 36.3% 

Neutral 54 15.0% 

Disagree 23 6.4% 

Strongly disagree 11 3.0% 

Total 361 100% 

Source: Field Survey, 2025 

 

The findings in Table 4.12 reveal that a 

significant majority of respondents believe cyber 

fraud negatively impacts the business environment in 

Abuja. Specifically, 142 respondents (39.3%) 

strongly agreed, and 131 respondents (36.3%) 

agreed, representing a combined 75.6% who affirm 

this negative impact this distribution suggests a 

dominant perception among the respondents that 

cyber fraud significantly disrupts business 

operations, undermines investor confidence, and 

increases operational costs in Abuja.  

 

IV. Discussion of Findings 
The study revealed that cybercrime 

incidents are relatively frequent and have become a 

noticeable part of the digital experience for a 

significant portion of the population. It reflects a 

consistent exposure to cyber threats and may 

highlight inadequate preventive measures. This result 

clearly shows that most respondents perceive a rising 

trend in cyber fraud incidents, suggesting an 

escalation in cybercrime activities in Abuja over the 

last five years. This finding supports the findings of 

Ekpe (2023), Uji (2024) and Ajani (2025) in their 
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respective studies on cyber fraud in Lagos, Imo and 

Kwara State. 

The study revealed that phishing and online 

scams are the most prevalent forms of cyber fraud in 

Abuja, together accounting for 55.9% of reported 

cases. Identity theft also appears as a significant 

threat, affecting nearly one-fifth of the respondents. 

This finding corroborates the studies conducted by 

Shawulu (2022), Anu-Okeke, (2024) and Ishaya 

(2024) on the prevalence of online fraud on 

unsuspecting residents in Karu area of Nasarawa 

State. 

The study revealed that the majority of the 

respondents perceived cyber fraud have significantly 

disrupts business operations, undermines investor 

confidence, and increases operational costs in Abuja. 

This finding agrees with Mohammed, Ali, and 

Abiodun (2024), Okoli (2023) and Uzoamaka (2023) 

in their respective studies on internet fraud among 

secondary school students in Bayelsa State.  

 

V. Recommendations 
The following recommendations was made to guide 

the findings: 

i. Government and concerned stakeholders 

should build on existing efforts to address the 

sociological challenges like unemployment 

influencing youth into cyber fraud in Abuja-Nigeria. 

ii. The punitive sanctions on identity theft 

particularly phishing should increase and youths 

involved should be forced to learn technical skills to 

enable them cope with the economic realities of 

Abuja. 

iii. The banking sector should engage cyber 

experts in Abuja to train business owners and 

corporations on how to detect cyber fraud during 

business transactions and to empower them to be 

extra vigilant to the activities of fraudsters in and 

around their business facilities in Abuja.  
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