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ABSTRACT 
The increasing availability of healthcare data 

through electronic health records (EHRs) has 

opened up opportunities for advanced abnormality 

detection in patient health monitoring. However, 

existing systems face significant challenges, 

including the processing of large volumes of real-

time data, incomplete datasets, and inaccurate 

predictions for healthcare professionals. This paper 

proposes a robust healthcare abnormality detection 

model that aims to accurately identify abnormal 

patterns in patient health data obtained from cloud. 

The proposed process begins with collecting data 

from cloud storage, followed by preprocessing steps 

such as imputing missing values and removing 

outliers using Z-score standardization to ensure data 

integrity. Feature extraction is then performed using 

Fast Fourier Transform (FFT), which converts time-

domain signals into the frequency domain, capturing 

periodic patterns that may indicate abnormalities. 

The extracted features are passed to a Gated 

Recurrent Unit (GRU) and Deep Neural Network 

(DNN) hybrid model for abnormality detection. The 

model achieves outstanding results, with an 

accuracy of 99.45%, precision of 99.50%, recall of 

93.00%, and F1-score of 97.00%. Furthermore, the 

system shows a reduction in error rate from 0.275 to 

0.125, indicating performance improvement with 

parameter optimization. These findings demonstrate 

the system's scalability, efficiency, and potential for 

enhancing healthcare abnormality detection in 

cloud-based environments. 

Keywords: Healthcare Data, Abnormality 

Detection, Fast Fourier Transform, Gated Recurrent 

Unit and Deep Neural Networks. 

 

I. INTRODUCTION 
The healthcare industry is undergoing a 

transformational shift embracing cloud computing 

and data-driven technology day by day thanks to the 

rise of EHR adoption and the explosion of bonded 

IoT medical devices[1][2]. With data history relating 

to the patient's medical record, physiological signs, 

as well as real-time monitoring data ought to 

revolutionize medical aid in making several 

important decisions, personalized treatments, and 

prognosis with foresight into health delivery[3][4]. 

However, handling all the data and deriving 

significant insights from such vast and complex 

datasets is a daunting task, especially with the 

presence of missing or incomplete data, corrupted 

data and issues in the data collection[5][6]. 

Healthcare uses cloud storage for managing 

large datasets; therefore, ensuring data quality and 

reliability becomes crucial[7]. Obviously, missing or 

incomplete data leads to a mismatch in predictions 

and biased outcomes, whereas data outliers and 

anomalies corrupt the very analysis management 

that affects patient care[8][9]. So, it becomes 

imperative that health-data preprocessing should be 

correctly handled to ensure a clean and opaque 

dataset that represents evaluations of medical 

conditions[10]. It is central for healthcare 

implementation that data-driven solutions are 

facilitated to integrity where accuracy and precision 

are all about sound decision-making abilities[11]. 

The simultaneous large-scale healthcare data 

availability is offering an incredible prospect toward 

improving patient outcomes by the growing use of 

predictive analytics and anomalous detection[12]. 

Trends in the data can be identified by healthcare 

providers to determine early signs of potential health 
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risks so that timely interventions can take place with 

personalized treatment plans[13]. Consequently, the 

need for new approaches towards managing this 

increasing mass of data to ensure that it is 

accessible, safe, and usable for effective patient care 

management is what data-driven health 

demands[14][15]. The big challenge involves 

building and maintaining scalable solutions for 

processing and analyzing huge volumes of health 

data quickly, providing insight and, thus, potentially 

affecting an individual's health outcome[16][17]. 

The paper is structured as follows: Section 2 

presents a Literature Survey discussing existing 

methodologies and their limitations. Section 3 

outlines the Proposed Methodologies. Section 4 

provides the Results, detailing the model’s 

performance metrics. Finally, Section 5 concludes 

with key findings, the advantages of the proposed 

model and suggestions for future research 

directions. 

 

II. LITERATURE SURVEY 
Yallamelli et al. [18] developed a cloudlet 

computing and Edge-AI-based hybrid IoT platform 

for intelligent healthcare data processing. The study 

focused on security of data sharing, minimal latency 

and better decision-making. Some advanced AI 

models like Random Forest classifiers, Transformer 

Networks and Temporal Convolutional Networks 

were included in this framework. The architecture 

provided distributed processing through cloud 

computing, cloudlet and edge layers. Some 

limitations included high computational costs, 

integration complexity and bottlenecks to large-

scale data processing.  

Ganesan [19] presented a framework of 

P2DS to combat the increasing menace of security 

threats in financial institutions. It is an improvement 

cryptographic framework using methods such as 

Attribute-Based Encryption, Attribute-Based 

Semantic Access Control and Proactive 

Determinative Access algorithm. It has been 

evidenced in this research to show great efficiency 

in ensuring accurate access control, expediting 

threat detection and the efficient encryption of such 

data. With its security and data privacy services, the 

P2DS type extends authentication to protection of 

sensitive financial information in this fast-changing 

digital realm.  

Yallamelli et al. [20] indeed suggested an 

entirely revolutionary and state-of-the-art scheme-

the Dynamic Mathematical Hybridized Modeling 

Algorithm-for solving work order patching 

problems of warehousing extremely important in the 

whole cycle of optimization concerning order 

filling. It is fused with the advanced operational 

research techniques, a tabu search-based dynamic 

mathematical hybridized modeling algorithm for 

resolving batching order efficient groupings.  

Ganesan [21] designed a service-oriented 

architecture for the system, which runs on a 

Hadoop-managed server cluster for processing 

power and data storage. This allowed for efficient 

management of educational resources for remote 

learning in enormous datasets with high 

concurrency. Stress testing proved that the platform 

could sustain many users concurrently and many 

data transactions reliably during times of heavy 

loads. 

In the analysis laid out by Ganesan 

Thirusubramanian[22], AI-machine learning 

detection of frauds occurring in the domain of 

finance has specifically been considered with regard 

to IoT. The paper elaborates on employing newer 

algorithms relevant to anomaly and cluster-based 

methods which analyze large streams of IoT data in 

an attempt to find fraudulent activities. The training 

of both supervised and unsupervised learning 

models, using historical transaction data, improved 

the fraud detection accuracy, whose credibility was 

then enhanced by adaptive learning methods 

through retraining and automatic responses to 

frauds. Challenges included poor data quality, 

computational complexity and enormous changes in 

dynamism of the fraud environment that 

dramatically impacted the fraud detection capability. 

The security of IoT business models in 

elderly healthcare has been studied by Ganesan 

Thirusubramanian et al. [23], who used quantitative 

methods to identify key nodes that allowed the 

system to be operational and secure. Their object 

was to bring an improvement in IoT security by 

identifying critical nodes, assessing the 

vulnerabilities that would allow their compromise, 

proposing security measures and assessing their 

impact on system performance. The quantitative 

analysis was done to find essential components of 

IoT followed by a full-fledged vulnerability 

assessment. Security measures, including intrusion 

detection systems, encryption techniques and access 

control measures along with the conducting of 

frequent security audits, were proposed and 

evaluated in terms of their effectiveness. However, 

implementations were severely restricted due to 

very high costs, scalability issues and a changing 

landscape of cyber threats that jeopardized the 

actual system security.  

Devarajan et al. [24] dealt with federated 

learning and cloud-edge collaborative computing 

systems to tackle security problems in collaborative 
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computing. The research created a framework for 

multi-national validation for evaluation of the 

performance of the system under attack and no 

attack scenarios. Implementation of the End-to-End 

Privacy-Preserving Deep Learning model was 

carried out on classifying attacks while protecting 

the data privacy. The effectiveness of the model was 

evaluated using estimates Time, Node Count, 

Routing Count and Data Delivery Ratio. However, 

some are high computational overhead, scalability 

issues and vulnerabilities due to evolving cyber 

threats. 

This research work is based on a heart 

disease monitoring system using IoMT and 

blockchain and developed by Devarajan et al. [25] 

for improved assessment of heart health. The study 

considered limitations of certain systems already 

including arrhythmia along with ECG and PCG data 

for better disease prediction. The classification was 

done using BS-THA and OA-CNN models, 

blockchain was integrated for secure storage of data 

and MAC was used for authentication. Feature 

extraction methods included spectrum analysis, 

signal decomposition, scalogram conversion and 

DPCA-based selection for improving classification 

accuracy. A downside was high computational 

complexity and integration problems as well as 

possible latency in real-life implementations. 

 

2.1 Problem Statement 

Many advances have been made in the 

fields of healthcare data analysis and abnormality 

detection; yet, there are still a few more challenges 

to meet. The most important one is model 

interpretability because most deep learning models 

are not just interpretable enough for healthcare 

professionals-it makes their results very 

unreasonable and hard to trust or understand[26]. 

The abnormality detection also becomes very 

complex in a healthcare dataset, which mostly 

contains time-series or sequential data, as models 

must effectively capture complex temporal and 

highly non-linear patterns[27]. Therefore, it is 

proposed to solve the issues of such model 

interpretability and also improve abnormality 

detection in complex healthcare data to yield much 

more reliable and transparent predictions for 

healthcare professionals. 

 

III. PROPOSED METHODOLOGIES 
The workflow of the proposed system for 

abnormality detection is shown in Figure 1, the first 

thing is obtaining data from the cloud storage, where 

patient records and real-time sensor data are stored. 

The collected data are then pre-processed, where 

missing values are imputed and Z-score 

standardization is employed to remove outliers and 

ensure consistency. The next processes involve Fast 

Fourier Transform (FFT) for feature extraction as 

time-domain signals are converted to the frequency 

domain so that periodic patterns can be captured. 

The features processed would then be passed into 

the Gated Recurrent Unit (GRU) and Deep Neural 

Networks (DNNs)model for abnormality detection, 

which learns the temporal dependencies and 

discovers abnormal health patterns. Finally, 

Performance Metrics are calculated to evaluate how 

well the system is performing. 

 
Figure 1: Architecture of Abnormality Detection 

 

3.1 DATA COLLECTION 

Healthcare data will be collected within the 

cloud storage systems that offer safe and flexible 

managements solutions for vast amounts of data. 

The electronic and technical health accounts, 

biometric with respect to patient demographics, 

medical histories and real-cast data taken through 

IoT-enabled devices, will securely upload the 

database to clouds. Cloud storage centralizes 

patients' information to increase easy and distant 

access to them by healthcare professionals. 

Additionally, various data sources provide 

comprised patient monitoring, while safety features 

like encryption and access rights foster compliance 

with the stipulations put forth by HIPAA. This 

approach increases the sharing and merging of data 

among health professionals. This, therefore, 

translates into timely contact decisions and 

improved care for patients. 

 

3.2 PREPROCESSING 

Preprocessing consists of dealing with 

missing values and removing outliers to prepare the 

healthcare data for an analysis cleanly. Missing 

values are often present in healthcare datasets due to 

incomplete records or errors with data entry. The 

missing data are then imputed by some techniques 

that are suitable to avoid bias and to keep the 

integrity of the dataset. Therefore, all analyses and 
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predictions thereafter are going to act on complete 

and reliable data, free from any possibility of being 

skewed because of the previously mentioned 

missing items.  

The next most important preprocessing step 

would be outlier removal. Data points that differ 

significantly from other observations are outliers, 

and they can interfere with statistical analysis and 

machine-learning models. Thus, in this framework, 

Z-Score method was applied for outlier removal. It 

standardizes the data and flag values that are 

extreme with respect to a defined threshold-usually 

above or below ±3 standard deviations from the 

mean. Once these outliers are removed, the data 

then becomes homogeneous and representative, 

further improving the precision of the analysis 

aimed at making the model capture relevant patterns 

from the healthcare dataset. 

 

3.3 FEATURE EXTRACTION 

The feature extraction from the proposed 

framework employs the use of FFT, which converts 

time-domain signals-an example of this is patient 

vital sign or reading from sensors in the frequency 

domain. The identification of what periodic patterns 

or cycles exist under the noise of time becomes 

simple, for instance, irregular heartbeats or 

abnormal breaths. Features of frequency-based 

extraction provide a possibility for FFT to expose 

the hidden small abnormalities in continuous 

monitoring data, which improve the detection 

efficacy of the model at an early stage and offer 

informative insight about predictive analyses and 

provides care to patients. 

The Fast Fourier Transform is a mathematical 

technique that transforms a time-domain signal into 

its frequency-domain representation. The equation 

for the Discrete Fourier Transform (DFT), which 

FFT is a computationally efficient version of, is 

given by equation (1), 

𝑋(𝑘) = ∑  𝑁−1
𝑛=0 𝑥(𝑛)𝑒−𝑗2𝜋

𝑘𝑛

𝑁   
   (1) 

Where, 𝑋(𝑘) represents the frequency-domain 

representation of the signal, 𝑥(𝑛) is the time-domain 

signal (e.g., patient vital signs or sensor data), 𝑁 is 

the number of samples in the data, 𝑘 is the index of 

the frequency component (ranging from 0 to 𝑁 − 1 

), 𝑗 is the imaginary unit, 𝑒−𝑗2𝜋
𝑘𝑛

𝑁  is the complex 

exponential function that transforms the signal into 

its corresponding frequency component. 

An FFT applied to a discrete time-domain 

signal 𝑥(𝑛) may be thought of as a transformation 

into a series of sinusoids for projection of the 

specific frequencies represented in the data. The 

output, 𝑋(𝑘), is a set of complex numbers that 

represent the magnitude and phase of the frequency 

components. Through the analysis of these 

frequency components, we may be able to identify 

periodic patterns or abnormalities in the data that are 

vital for the detection of aberrant conditions like 

irregular heartbeat, abnormal breathing patterns, or 

any other medical issue signified by irregularities in 

the data at the frequency level. This transformation 

allows for a much gentler and insightful 

interrogative analysis of healthcare data to catch 

subtle irregularities that may not necessarily be quite 

visible in the time domain. 

 

3.4 ABNORMALITY DETECTION 

The proposed framework detects 

abnormalities using GRU combined with DNN to 

define those abnormalities. GRUs are intended to 

capture the temporal dependencies and learn normal 

patterns over time from the sequential time-series 

data having patient vital signs. Output from the 

GRUs is sent to DNNs, which provide the model an 

additional capacity to identify complex, non-linear 

relationships between features. With such a hybrid 

approach, the detection of subtle types of 

abnormalities ranging from irregular heartbeats to 

mere fluctuations in the blood pressure can be 

performed by merging the temporal learning of 

GRUs and deep feature extraction capabilities of 

DNNs, thus enhancing sensitivity and accuracy in 

the detection of abnormality in healthcare 

monitoring systems. 

The output of the GRU, which captures the 

sequential dependencies, can be written as equation 

(2), 

ℎ𝑡 = 𝐺𝑅𝑈(𝑥𝑡 , ℎ𝑡−1)   

  (2) 

Where, 𝑥𝑡 is the input at time step 𝑡 (e.g., patient 

vital signs at a given time), ℎ𝑡 is the output of the 

GRU at time step 𝑡𝑟, which captures the learned 

temporal patterns from the sequence, ℎ𝑡−1 is the 

previous hidden state, which holds the information 

learned from previous time steps. 

The output from the GRU is passed into a DNN for 

classification is represented as equation (3), 

𝑦 = 𝐷𝑁𝑁(ℎ𝑇)    

  (3) 

Where ℎ𝑇means the output from the GRU at the last 

instant after processing the entire sequence, 𝑦 is the 

output of the DNN gives the final classification 

(normal or abnormal). A GRU could be used to 

process any sequential data, such as observations of 

time series, of vital signs of a patient, from 

exploiting temporal dependencies for predicting 

future health conditions. The hidden state ℎ𝑡 at each 
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time instant is updated as a function of the new 

input 𝑥𝑡 and the previous hidden state ℎ𝑡−1. In doing 

so, after the whole sequence was traversed, the last 

hidden state ℎ𝑇 would be passed to the DNN for 

classification (normal or abnormal), whereby 

learning complex patterns between the input 

features and target labels. 

This hybrid approach allows the model to both 

understand the sequential nature of healthcare data 

(via GRU) and classify the data based on learned 

patterns (via DNN). 

 

IV. RESULTS 
This section of results presents the 

performance of the newly proposed healthcare 

abnormality detection model in terms of accuracy, 

precision, recall and F1 score. It also studies the 

relationship that exists between errors and model 

parameters and latency of data in various periods. 

These results demonstrate efficacy in the model and 

its likely challenges to various applications in 

healthcare. 

 

 
Figure 2: Performance Metrics 

 

Figure 2 representing the performance 

metrics of the proposed healthcare abnormality 

detection model. The model proved to accuracy of 

99.45% with respect to correct classification terms. 

The precision score of 99.50% indicates that it can 

identify positive instances without too many false 

positives. Recall score is 93.00%, which indicates 

that it is able to identify most actual abnormalities, 

leaving a little room to capture all the positives: The 

F1-Score of 97.00% combines measures of precision 

and recall to give a clear indication of good 

performance. It can be said that model performs 

precisely well in healthcare abnormality detection 

tasks. 

 
Figure 3: Error Rate 

 

The Error Rate graph in Figure 3 illustrates 

how error rates vary with respect to the value. This 

graph, however, illustrates a very general downward 

trending of error rates with respect to the increasing 

value such that at the optic value, error rates would 

peak at about 0.275 and dip gradually to about 

0.125. This implies that as the system continues to 

process data, the error rates reduce an improvement 

in the system's performance or an increase in data 

handling accuracy. Further, the error rate could 

reflect part of the complexity of the data being 

processed and even more so, the nature of cloud 

storage and optimization in processing larger 

datasets. All things considered, then, the error rate 

analysis indicates the system's trend improvement in 

time for various scenarios with large volume data 

storage or processing, thus reinforcing the model's 

efficacy in cloud environments. 

 
Figure 4: Data Latency in cloud storage 

 

In Figure 4, Data Latency graph displays 

the relationship between the value and the 

associated data latency in cloud environments. The 

increase in value from 10 to 100 accentuates a 

progressive elongation of latency time from 25 

seconds to 200 seconds. Therefore, it indicates that 

with increasing volume of data or increased 

complexity of tasks, the latency of the cloud system 

increases, directly relating to the time consumed for 

either processing or transfer. The trend shows that 
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there is a scalar progression for cloud systems, and 

for proportionality, time taken for data is expected to 

increase with its actual size or load of data. These 

results have depicted use cases for cloud storage, 

most significantly that of making strides towards 

optimizing cloud systems that can manage larger 

datasets without losing efficiency but improving 

responsiveness in their overall extent. 

 

V. CONCLUSIONS 
This study aims to develop a healthcare 

abnormality detection model that can detect 

abnormal patterns in healthcare data obtained from 

cloud storage. With a hybrid model GRU coupled 

with DNN, the model learns these dependent 

temporal features embedded in complex forms 

associated with them. The performance metrics the 

model achieved are an accuracy of 99.45%, 

precision of 99.50%, recall of 93.00% and F1-score 

of 97.00%. This study also presents the process of 

cloud storage and attempts to establish the 

relationship between the time of migration of data 

with the size of data, where the migration time 

increased linearly from 45 seconds for 64 MB to 

about 480 seconds for 1024 MB. This would infer 

that larger datasets take longer time transfer, 

necessitating careful optimization in cloud-based 

systems. The other parameter of CPU utilization will 

initially show spiking but then wind down to a 

steady operation of 30% during the process of 

detection of anomaly. Data latency would similarly 

record a proportional increase based on the volume 

of data involved, peaking at 200 seconds for the 

highest dataset. All these imply that the model is 

efficient in terms of high accuracy, scalability, 

robustness, and efficiency in large healthcare 

datasets. Work in the future will look towards 

personalized models for specific patients’ health 

conditions so that the accuracy and applicability of 

the model in real-world hospitals is further 

enhanced. 
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