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ABSTRACT 
Since the end of the Second World War, the 

dynamics of international intelligence activities 

have reached a crescendo among nations. As the 

international community strives to attain world 

system free of maladies of war, they embark on 

large-scale intelligence gathering around the world 

with huge financial commitments. In spite of the 

ascendency of intelligence gathering as the pre-

cursor of international security, it appears to 

precipitate and create more security problems to the 

international system. The cold war period (1945-

1989) which can be, regarded as the period of 

palpable peace at the international level; has 

witnessed the dynamic ethereality of the upsurge in 

intelligence activities among nations of the world. 

As such, rather than ameliorating global security 

problems, international competitive intelligence 

gathering among nations with clandestine inklings, 

have resulted in most proxy and direct 

wars/conflicts which the world is plagued with from 

1945 to date (2023). The study is a qualitative one 

where concepts/theories of intelligence and security 

have been, defined and clarified. Document study 

was adopted in generating data from secondary 

sources such as textbooks, academic journals, 

monographs, magazines, newspapers and internet 

materials. It was, analyzed through discourse and 

explanatory methods. At the end of the study, 

recommendations have been, made towards making 

international intelligence gathering activities serve 

the purpose of attaining sustainable global peace 

and security. Principal among the recommendations 

is the need for sincerity of purpose on the part of 

world leaders where they should discard their 

current complex conspiracies and hypocrisies.   

 

Keywords: Intelligence, Clandestine, Security, 

Ethereality, Palpable, Cryptography, Bane. 

 

I. INTRODUCTION 
The searches for a fused world peace since 

the advent of the organized modern territorial state 

have been the major pre-occupations of governance 

frameworks of most countries of the world. This is 

based on the fact that no responsible government 

can operate under a very unstable socio-political and 

economic conditions at both the domestic and 

external environment. Individuals, corporate 

organizations and nation states want to operate in a 

peaceful and predictable environment. The 

formation of the League of Nations and 

subsequently the United Nations with one of its 

most important specialized organ – the UN-Security 

Council (UNSC) are all efforts by the international 

community towards minimizing global threat factors 

and promoting peaceful co-existence among citizens 

of the world (Todd, & Block, 2003; Sani, 2021).   

The height of international intelligence 

gathering activities was attained during the cold war 

period between 1945 and 1989. This period was 

characterized by weapons build-up, sophisticated 

espionage activities and mutual mistrust between the 

two bi-polar leaders of that period (i.e. the United 

States of America [USA] and the Union of Soviet 

Socialist Republic [USSR]). In their hot pursuit and 

struggle for supremacy and hegemonic control of 

global affairs, the cold war superpowers used their 

intelligence agencies and personnel mostly for 

clandestine espionage/subversive activities to unseat 

enemy regimes in mostly third world countries; so 

as, to install surrogates/puppet governments. Hence, 

in their quest to maintain peace and stability in their 

respective domestic affairs (national security) 

through the maximum utilization of their 

intelligence networks; they ended up perpetrating 

more clandestine activities thereby creating more 

security problems in the international system.  It is 

on the basis of this counterproductive effect of 
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international intelligence that this study is embarked 

up (Kaldor, 2022).  

 

CONCEPTUAL/THEORETICAL 

FRAMEWORK 

For a better understanding and more 

focused discussion of intelligence activities and 

their counter-productive effects on international 

security; the concepts of intelligence and security, as 

well as theory of intelligence (cybernetics) has been 

clarified as frameworks on which the study is 

anchored: 

 

- INTELLIGENCE  

In as much as security is a fundamental 

goal of all state-actors in contemporary world 

affairs; intelligence gathering is at the forefront and 

the most needed ingredient for attaining sustainable 

international security. In pursuit of this all-important 

goal, all nation-states often collect intelligence. It is 

however, true that some states devote more 

resources and attention to the process of collecting 

intelligence than others. Even when intelligence 

gathering has lived with humankind for thousands of 

years; the information available, the technology of 

communications, the means of collection, and the 

speed and accuracy of turning raw information into 

finished intelligence for decision-makers have all 

changed significantly. These changes have become 

the critical and defining characteristics of what is, 

now called the, ‘Information Age’. In the industrial 

age, both the information sought and the means and 

channel by which it was, collected were the same. 

Whereas, in an increasingly globalized world; state 

actors, private sectors, MNCs, and NGOs; are all 

driven by the need for the availability of 

information; as well as by the need to keep some 

vital aspects of this information secret from others 

(Russell, 2007; Spies, 2019; Singh, 2022). 

 

The Term Intelligence as it Relates to Security 

The term intelligence in security calculus 

refers to the collection, analysis, production and 

utilization of information about potentially hostile 

states, groups, individuals, etc. It defers from other 

forms of information for the fact that it is seldom, 

collected clandestinely; such that one state will 

always strive to keep/prevent others from obtaining 

it. Intelligence may also be, gathered about special 

activities meant to influence foreign or domestic 

policy choices of other states without revealing the 

source of the influence. Intelligence whether defined 

as process, product or people; involves collecting 

and analyzing billions of stimuli from the 

international environment. The resulting 

information; is used by decision-makers as they act 

as helmsmen in steering the ship of the state through 

the hazardous waters of international politics 

(Kolodziej, 1992; Kaldor, 2012).   

As just mentioned in the last statement 

above, every nation collects, analyzes and uses 

intelligence; but with variations where some devote 

more resources to the process than others. To affirm 

the currency and import of intelligence, Knightley 

(1986) stated that spies have been around for 

centuries, but intelligence services are new. 

Intelligence services began in most countries as 

military intelligence units supplying information to 

frontline commanders; and were usually, cut back or 

eliminated when there are no more hostilities 

(Webber, 2020). 

Most of the pioneer national intelligence 

services that appeared in the last quarter of the 

nineteenth century were generally small, poorly 

funded and somewhat obscure. However, it was at 

the beginning of the 20
th

 Century, that truly national 

intelligence services appeared in European states. 

By which time almost every European power had a 

permanent intelligence organization with interests 

spread around the world. The United States of 

America; which was then operating under the shield 

of isolationism was the only Western country 

without a permanent intelligence organization. It did 

not create a permanent civilian intelligence 

organization with worldwide interests until 1947. 

This is in spite of the fact that it had a, fairly active 

and effective military intelligence units (Peters, 

1986; Todd,. & Block, 2003; Wheeler, & Holmes, 

2022). 

In as much as there are polemics 

surrounding the definition of intelligence, 

Lowenthal suggests that the term can be, understood 

by analyzing it in three different ways: (1) as a 

cycle, (2) as a product and, (3) as an institution. 

First, he sees intelligence as a process of collecting, 

analyzing and delivering information to 

‘commanders’ such as policy makers (helmsmen) 

and operational commanders. This is, often called 

the ‘intelligence cycle’. Secondly, he sees 

intelligence as a product formerly circulated as 

paper; but now distributed through multilevel secure 

electronic database. Thirdly, he emphasize that we 

can talk of intelligence services and intelligence 

commitments as institutions. He maintained that all 

the three often deliver various services to national 

governments as well as making efforts to shape the 

world (Lowenthal, 2002). For Russel (2007), 

intelligence involves clandestine means that are 

used to ‘steal’ information that potentially hostile 
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nation-states or trans-national terrorist groups want 

to hide; (Yaqing, 2018; Sani, 2021). 

For the duos of Gill and Phythian (2006), 

they opened their conception of intelligence by 

justifying its employment and usage; where they 

state that, faced with uncertainty, risk, feeling of 

insecurity, or in search of some other goals, all 

human entities face knowledge problems. They 

further maintained that since knowledge is power, it 

can be deduced that intelligence is a form of power 

itself. As such, information can support the exercise 

of some other forms of power (material or coercive). 

They further stressed that intelligence provides the 

basis for policy or decision for people, organizations 

and states, if they are to act rationally; and to do so 

after canvassing fully the alternative courses of 

action open to them in terms of ‘cost’ and ‘benefit’. 

Fry and Hochstein (1994, p. 20), while trying to 

describe intelligence, dwell on the incongruence that 

often occur between intelligence’ conclusions and 

politicians desire for political answers to the security 

problems. They stressed that policy is normally 

formulated based on principles grounded in 

ideology; while intelligence is produced by 

evaluating ‘dry’ information. That when intelligence 

clashes with policy preferences, intelligence often 

loses; and when information is countered by 

perception, or more accurately conception, evidence 

is discounted. Pragmatically therefore, intelligence 

information will be judged upon its ability to 

support a chosen course of action which has been 

formed even before the search for the information, 

thereby creating a reversed knowledge/power 

relationship (Kaldor, 2022).  

In trying to define intelligence, Herman, 

(2004), is of the views that intelligence is 

information and information gathering, not doing 

things to people; no one gets hurt by it, at least not 

directly. He went on to add that some intelligence 

agencies do indeed carry out covert action, which 

confuses the ethical issues, but this is a separable 

and subsidiary function. Lefebvre (2003), in trying 

to dissect intelligence, states that the cost of 

intelligence failure can be very high; whereby it was 

originally conceived to fulfill political ends. It does 

not serve its principal function of being a 

‘forewarning mechanism’. Notwithstanding, he 

maintained that even when intelligence does not 

provide adequate forewarning of some surprise 

attacks; it warns us of threats that does really exist, 

or the one that threatens the integrity of the political 

process and the nation itself (Spies, 2019).  

 

 

 

Theory of intelligence (Cybernetics) 
A general theory of intelligence can be, 

drawn from cybernetics, a discipline developed in 

1947 by mathematician Norbert Weiner and others. 

The word cybernetics is, derived from Greek word, 

which is, translated to mean helmsman or governor 

(i.e. one who steers a ship). Accordingly, a 

helmsman must use skills, intuition and constant 

feedback from the environment to permit accurate 

steerage of the vessel (Wheeler, & Holmes, 2022). 

Cybernetics is a complex science drawn 

from biology, neural modeling, psychology, 

mathematics, electrical engineering, political 

science, as well as other social science disciplines. 

With an exact application in the natural sciences and 

political science, cybernetics is a science of 

feedback; i.e. the study of information can maintain 

or alter any biological, social, political, mechanical 

or artificial system. Cybernetics has contributed to 

the development of; General System Theory, 

Artificial Intelligence and Robotics (Todd & Block, 

2003; Kaldor, 2012; Yaqing, 2018). 

Cybernetics is a perfect metaphor for the 

role of intelligence applied to statecraft. Public 

policymakers are the helmsmen, the governors, the 

presidents who must use skills, intuition and a 

constant flow of information or intelligence to 

optimize efficiency in security term defined as – the 

most of security at the least cost. Cybernetics is the 

iterative flow of information that allows thermostats 

to maintain temperature in a building, but is also 

much more than that. It is about goal-oriented 

behavior at all levels of living systems. It is a 

unifying and all-embracing theory that affects all 

levels of human interaction. Though not frequently 

acknowledged, it played a role in the development 

of constructivism, particularly social constructivism 

– the notion that social institutions adapt through the 

constant processing of stimuli or information from 

the environment (Herman, 2008; Webber, 2020). 

Therefore, intelligence, whether defined as 

process, product or people; involves collecting and 

analyzing billions of stimuli from the international 

environment. The resulting information is used by 

political executives (policy makers/decision-

makers); as they act as helmsmen in steering the 

ship (state [country]) through the hazardous waters 

of international politics (Wheeler, & Holmes, 2022).       

   

Functions of intelligence agencies 

Generally, intelligence agencies in most countries of 

the world serve as: 

- An overall supervisory office or group of 

offices charged with coordinating the several 
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different agencies that make up a country’s 

intelligence community. 

- An agency responsible for collecting, 

analyzing, and producing intelligence that are drawn 

mostly from foreign countries and other external 

sources. 

- An agency responsible for collecting, 

analyzing and producing intelligence about domestic 

threats to national security. 

- An agency responsible for the collection 

and distribution of signals intelligence (sigint). 

- An agency that works under the direction 

of the military department or departments of a 

government to provide intelligence required by 

military and other security forces. 

- Depending on size and global involvement, 

state-actors may have agencies specifically charged 

with specific areas of global security threats such as 

anti-terrorism; anti-sea piracy, as well as the 

development, operation and exploitation of satellite 

and overhead imagery; counterintelligence; border 

protection; and other related specialized functions 

(Sani, 2021). 

It is not in doubt that intelligence 

organizations and their operations have been 

shrouded in web of secrecy. These secret 

intelligence security organizations; are often created 

by government but controlled by very small number 

of government officials. This is to ensure the 

concealment of highly classified information. 

Ideally, intelligence agencies are set up to protect 

the national interests; but their operations are 

sometimes, directed against the citizens or other 

branches of governments of the country (Yaqing, 

2018). 

In the post-World War II era and 

throughout the cold war period up to date (2017), it 

is the; USA, UK and Russia that are leading in truly 

having global intelligence coverage and activities. 

The US intelligence community in particular, is by 

far the largest and best funded. The British 

intelligence service is basking on past glory where it 

only maintains such through its unrepentant 

collaboration with the USA. Despite the 

disintegration of the USSR, Russia still has 

elaborate and extensive intelligence network. Other 

upcoming countries with extensive intelligence 

networks are France, Germany, Israel, Japan, China, 

Iran and Singapore. The first country to place its 

intelligence community under permanent legislative 

oversight was the USA. It attained this feat in 1976 

where most democratic nations followed suit; but at 

varying levels and degree (Creveld, 1989; Ogbi, et-

al, 2014; Singh, 2022). 

 

II. Methodology 
The study is a qualitative one where data 

was generated from secondary sources such 

academic journals, magazines, textbooks, 

newspapers and internet materials. Content analysis 

method was adopted in scrutinizing the above 

secondary sources for generating data. Discourse 

method was adopted where results were discussed 

drawing inference from the data generated and was 

analyzed through descriptive and explanatory 

method. 

 

III. DISCUSSION OF FINDINGS 

Intelligence Collection Methods 

There are of course so many ways or methods by 

which intelligence are collected. The major ones 

agreed upon by scholars such as Herman (2004, 

2008), Creveld (1989), Lefebvre (2003), Lowenthal, 

(2002, p. 8), Russel (2007, p. 90), Gill et-al, (2006); 

are as outlined and treated below: 

- Human Intelligence (HUMINT) – This refers to 

the use of spies (humans) which in intelligence 

jargon is code-named HUMINT (Human 

Intelligence). It is one of the oldest methods of 

intelligence collection. Since clans, tribes, empires 

and nations have been fighting one another from 

pre-historic times; HUMINT (spies), is often called 

the oldest profession after agriculture. Through 

technological developments, the methods used by 

these spies have changed over the centuries; but the 

goal has remained the same. The unchanging goal is 

to gain advantage over an opponent by accessing his 

secrets, usually through stealthily observation or by 

interpreting written messages carried by courier. 

The persons for this job are required to know the 

language and culture of the country to which, they 

are, assigned and should be comfortable living a 

double life (Kaldor, 2022). 

Contemporary intelligence officers are seldom 

armed and are usually putative employees of a 

nation’s diplomatic service working in a foreign 

country. In their country of domicile, they often 

attempt to recruit locals who have access to 

classified information and who, for whatever reason 

may wish to reveal that information to them. An 

intelligence officer’s primary responsibility is to 

develop secure ways to exchange information in a 

manner that will not compromise the person 

providing it (Sani, 2021). 

- Technical Intelligence (TECHINT) – Technical 

Intelligence before World War II refers to 

intelligence regarding an enemy’s weapons systems. 

TECHINT developed in response to scientific 

advances in electronic communications. Three 
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advances are noteworthy in the development of 

TECHINT which include (Singh, 2022).  

The development of wire-based electronic 

communications – This technology-based method 

of collecting intelligence started as from the late 

1830s where state-actors began to communicate 

with their diplomatic and military personnel abroad 

over fixed, land-based telegraphic wires. This also 

meant that other state-actors could tap into these 

wires and intercept communications (Yaqing, 2018).    

The development of wireless electronic 

communications – As the second method of 

intelligence collection using techniques, it started 

around the early 1900s following Marconi’s 

development of wireless communications; when 

governments could send messages to their 

representatives abroad orally through the air. This 

made it even easier to intercept electronic signals 

since, once an electronic signal is, sent in the air, it 

becomes free commodity and intelligence agencies 

around the world soon learned to intercept such 

transmissions and even to decode or decipher them 

when they were not in secret codes and ciphers. All 

other means of TECHINT have descended from 

these twentieth century developments (Webber, 

2020).     

The development of the aeroplane – This is the 

third widely used TECHINT collection method; 

which was made possible with the development of 

the aeroplane in 1903. It would be, said to have 

developed simultaneously with the wireless 

communication method. The Wright brothers 

correctly believed that their invention would be of 

critical use to military services. They were not 

disappointed long before aeroplanes were used as 

fighting instruments (weapons), however, they were 

used for aerial reconnaissance. In France, 

developments in photography made it possible to 

take pictures of troop locations from aircraft. 

Photographic intelligence (PHOTINT) was born 

when the first aerial photographs in a battle zone; 

were taken by Italian aviators in the Italian-Turkish 

War in October, 1911. By the latter half of the 20
th

 

Century, the major powers were conducting 

surveillance by the use of aircraft, satellites and by 

unmanned aerial vehicles (UAVs) or Drones at the 

turn of the 21
st
 Century (Kaldor, 2022).   

 

- The Intelligence Process   

The intelligence process also called the intelligence 

cycle begins with national security and foreign 

policy officials needing to know something about 

other state-actors or other global actors involved in 

world affairs whose actions might impinge on the 

security of their states. Thus, the stages of 

intelligence processing as advanced by Herman 

(2004, 2008 & Yaqing, 2018); are as treated below: 

 

Prioritization Stage 

That need to know desire, along with 

literally hundreds of others; will be prioritized and 

eventually, assigned to one or more entities that 

make up a state’s intelligence community. This 

prioritization stage also involves decisions about 

which intelligence discipline will be, used to collect 

the information. The requested information may be 

about empirical and observable developments 

(missile characteristics, WMD, types of weapons, 

foreign, commitments, etc.) or it may be about 

intentions (what a state or group plans to do with its 

weapons, etc.). Above all, the information is usually 

something that the target state or group does not 

want other states to obtain (Zurn, 2013).  

The prioritization stage is often plagued 

with problems of uncertainty. That is, most often 

intelligence officers, do not know exactly what the 

intelligence needs really are; because of ambiguous 

and conflicting commands from the political 

leadership. Most of these political executives are not 

experts in the field of security and intelligence. 

Hence, they are ill-equipped and largely lack the 

capacity to issue credible intelligence commands. In 

fact, they do not know what the priorities of their 

countries’ are, whether to pursue security or 

political issues (Kaldor, 2012).   

 

Collection of Information Stage 

After identifying and prioritizing the 

information needed, the next stage is the collection 

stage where various intelligence agencies and 

organizations will begin to collect information 

through the combination of some or all the 

methods/disciplines (such as humint, techint, osint, 

etc); particularly if the topic is needed at a high 

level. In the build-up to the 2003 Iraqi war, nearly 

every intelligence entity in several major countries 

(more especially allied countries) was, focused on 

Iraq. Sophisticated intelligence gathering 

instruments such as satellite-photography, airborne 

listening devices and other related gadgets were, 

focused on Iraqi developments; while sigint 

agencies were intercepting public and private 

communications. At the same time, some 

intelligence personnel/officers were interviewing 

defectors, émigrés, as well as official and non-

official visitors to Iraq; while other officers were 

trying to develop sources of information within the 

Iraqi government itself (Yaqing, 2018).  

Processing and collection failures may occur. 

Communications may not be, translated; spy planes 
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may be, shot down; intelligence officers or their 

agents may be, caught or ciphers/codes may not be 

broken. Many spies and their agents often lose their 

lives in the process of intelligence gathering. 

 

Interpretation and Decoding Stage 
After the collection of the needed 

information, the material so retrieved that are in 

foreign languages need to be, translated; 

photographs must be, interpreted, and coded 

communication need to be decoded. For the fact that 

large volumes of information are usually collected, 

the translation of such communication may take 

several months; where the deciphering of ciphers 

(coded communications) may take several years 

(Singh,2022). 

 

Analysis Stage 

Next in the intelligence, process is the 

analysis stage. At this stage, all collected and 

processed information is, eventually fed to analysts 

who must place it into historical contexts and try to 

separate the valid information from the 

disinformation put out by the intelligence target to 

confuse any collecting state. This stage is often, 

considered the most important and the most difficult 

in the intelligence process. Information sent to 

analysts is, called raw or unrefined intelligence. It is 

often conflicting, ambiguous, contradictory, or even 

occasionally accurate. When information leaves the 

analysts, it is called finished intelligence. 

Intelligence failures often occur during the analysis 

stage of the intelligence cycle. Intelligence analysts 

may be, overwhelmed by too much intelligence or 

are, kept in the dark because of insufficient 

intelligence; they may have prejudices that cause 

them to emphasize unimportant clues or to ignore 

important ones. They may fall victim to groupthink 

or they may want to cook their analysis to fit policy 

makers’ recipe. They may as well be overly cautious 

so that they may not become embarrassed of being 

wrong and thus loose bureaucratic influence. This 

problem can be, compounded by the proliferation of 

analytical agencies within a nation’s intelligence 

community (Webber, 2020). 

 

Production Stage 

At this point, critical and sensitive finished 

intelligence (information) are often, instantly 

delivered to decision-makers. However, most 

analyses are, put into some finished form before 

being, sent to decision-makers as intelligence 

product. The product can take a variety of forms. It 

may be daily or occasional briefs to decision-makers 

or it may be what are, called intelligence estimates – 

periodic printed assessments of important 

developments (Zurn, 2013).  

 

Dissemination or Delivery Stage  

This is the final stage in the intelligence 

process where it involves the dissemination or 

delivery of the information to those who requested it 

in the first place. Throughout the cycle, additional 

related information gets added to the specific 

information gathered in response to the original 

questions, but it is at this stage that intelligence 

theoretically adds value to the decision-making 

process. ‘Stove-piping’ may occur at any stage of 

the intelligence cycle. Under this condition, 

intelligence collectors or analysts may take what 

they deem to be pleasing information directly to the 

decision-maker and thus circumvent the critical 

analytical process (Spies, 2019). 

 

INTERNATIONAL SECURITY  

With the ‘shrinking’ of the world into a 

miniature theater code-named ‘global village’ under 

the unwinding forces of globalization; security 

threats to individuals, groups and nation-states are 

increasingly becoming threats to the entire 

international community. In this regard, the global 

system is increasingly becoming a single unit of 

analysis. Even though the sovereign rights of nation-

states in safeguarding their national securities 

remains unaltered; yet whatever affects the security 

of one state also invariably affects the security of 

other states in the international system. The rise of 

Adolf Herr Hitler the Nazi Chief in Germany, 

Benito Mussolini in Italy, Saddam Hussein in Iraq 

and the fast spreading Osama Bin Laden-

initiated/propagated Al-Qaeda extremist Islamic 

terrorist doctrine across the world; have been, and 

are still major international security threats that 

require international collaborative efforts to curb. 

Herein, lie the need for an effective, functional and 

binding international security mechanism to 

confront emerging sophisticated security threats in 

the world. Other serious international security 

threats such as sea-piracy, drug armed-gangs, 

ransom abductions and sophisticated cross-border 

criminal activities, requires collective international 

efforts (intelligence networking, deterrence, etc) 

towards stemming their tides (Taureck, 2006l Sani, 

2021). 

 

GLOBAL COLLECTIVE SECURITY 

The concept of collective security at the 

international level actually pre-dates the two major 

European Wars (World War I and World War II). 

The idea of seeking security through collective 
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means by the international community was, 

conceived over two centuries ago by Immanuel Kant 

(1784) in his, “Idea for a Universal History from a 

Cosmopolitan Point”. His idea evolved into attempts 

to secure the peace through such international 

structures as the Concert of Europe, League of 

Nations and the United Nations. The fundamental of 

maintaining sustainable peace in the international 

structures is contained in the UN Charter as in 

Article 1 below: “Commit all members to maintain 

international peace and security; and to that end to 

take effective measures to pressure or restore the 

peace”. With regard to this, member states of the 

international system began to re-assess the 

requirement and expediency of regional security; 

and how to attain collective security through 

sovereign states and international organizations. 

After 1945, with the fear of another war larking, 

regional security arrangements like; North Atlantic 

Treaty Organization (NATO), Warsaw Pact and 

plethora of military (defense) pacts between the 

colonialists with their former colonies were set up. 

The concept of foreign policy in International 

Relations has its ramifications in the pursuit of 

peace, security and the survival of the state as a 

sovereign within the dictates of the international 

system. When nations mostly of a common 

geographical space perceive threats that are 

common to their national survival, they are 

compelled to collectively strategize a threat 

warding-off or control mechanism to contain such 

threats. Often threat to security is, understood with 

military connotations alone. In West Africa (as 

elsewhere in Africa), threats ranges from problems 

of economy in its manifestations, environment, 

ethnic-religious and border conflicts, insurgencies to 

military security (Yergin, 1978, Al-Mashat, 1985; 

Joseph, 1993; Yibaikwal, 1998; Oladele, 2016; 

Kaldor, 2022).  

For the purpose of this study, security 

remains a contestable concept. Nevertheless, there is 

a consensus that it implies freedom from threats to 

core values (for both individuals and groups). Most 

writings on the concept are, dominated by the idea 

of national security that tended to keep the 

individual and international security at bay. Most 

recently, however, this idea of security has been 

criticized for being ethno-centric (culturally based) 

and too narrowly defined. It is arguable for an 

expanded conception of security outward from the 

limits of parochial national security to include a 

range of other considerations (Buzan, 1991). A view 

of security would include political, economic, 

social, environmental, technological, scientific, 

communication, as well as military aspects, and 

which is, also defined in broader international terms. 

This involves states overcoming excessively self-

referred security policies and thinking, instead of 

thinking about the security interests of their 

neighbors (Zurn, 2013).  

Regional arrangements for collective 

defense and for other purposes are, often established 

to serve as collective security systems. However, the 

arrangement could conceivably be an important part 

of a broader collective security system (under the 

auspices of the United Nations). Though the concept 

of collective security appears to be simple and 

almost self-explanatory, it is in reality a complex 

and elusive one. It has been defined by George 

Schwarzenberger as a “machinery for joint action in 

order to prevent or counter any attack against an 

established international order”. It implies collective 

measures for dealing with threats to collective 

peace. However, not all-collective action is 

collective security. Again, whereas collective action 

may mean the limited collaboration of a few states 

on an ad-hoc basis, collective security implies far-

reaching commitments and obligation on the part of 

the majority of the states of the world including all 

or at least most of the great powers (Taylor, 1994, 

Baldwin, 1995; Sani, 2021).  

Even though the concept of collective 

security predates World War I and World War II; 

the bitter experiences of these wars actually spurred 

more interest and action in this regard. It is a 

responsibility conferred on combined efforts in the 

direction of checking a crisis, so as, to avoid its 

degeneration into an uncontrollable proportion. 

Collective security is a concept premised on the 

contention that a crisis or war situation, which is not 

promptly stemmed; would possibly escalate and or 

exacerbate to engulf the entire international system. 

The main objective of collective security is to save 

humankind from the brink of another World War 

(holocaust). It is, believed that if the would-be 

aggressors are aware that they are likely to face the 

collective forces of the international community, 

they would retract their conduct to be consistent 

with the norms of the international system. It will 

not be out of place to state that collective security is 

an effective Global Deterrence Strategy (GDS) with 

counterproductive consequences for international 

security (Kolodziej, 1992; Orgbi, et-al, 2014; Singh, 

2022). 

Collective security and selective security 

also known as alliances are two crucial but different 

concepts in international relations. Selective 

security, which is different from collective security, 

is an arrangement within some states to join their 

forces, when the need arises, to ensure the 
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protection or security of every member of the 

alliance. Usually, selective security takes the posture 

of a “gang-up” by nations with common interest and 

ideological orientation, in readiness for any eventual 

attack. The selective security arrangement is 

implicitly, based on the principle that an attack on 

any of the member of the selective security is 

deemed an attack on the entire members; hence, all 

are obliged to resist. The North Atlantic Treaty 

Organization (NATO [formed by the USA, Canada 

and Western European countries]), and the Warsaw 

Pact, (formed by the defunct Soviet Union [now 

Russia] and its Eastern European allies) 

respectively; are good examples of selective 

security. Others include the Central Treaty 

Organization (CENTO) comprising members like, 

Britain, Iran, Pakistan and Turkey with the United 

States as an associate member (Gill, et-al, 2006; 

Zerakol, 2016; Yaqing, 2018). 

 

THE EFFECT OF INTERNATIONAL 

INTELLIGENCE ON INTERNATIONAL 

SECURITY 

In as much as international intelligence 

activities have aided in minimizing some traditional 

and rudimentary international security threats over 

the years; they have also aided in manufacturing 

more and sophisticated international security threats 

of the 20
th

 and 21
st
 Centuries.  

It is not in doubt that intelligence has 

played two vital roles (positive and negative) 

towards minimizing global security threats as well 

as fueling some wars. The contributions of 

intelligence to international security; includes many 

developments that took place from World War I, 

World War II through the cold war era up to date 

(2018).  The role British intelligence played in 

getting the USA into the First World War (the 

Zimmerman Telegraph affairs) was a pace setter in 

this regard. Others such as the intelligence failures 

that got the USA into the Second World War (Pearl 

Harbor), the dramatic impact of cryptography during 

the Second World War (the Enigma development), 

and the amazing success of British counter-

intelligence in using Hitler’s spies for their own 

purposes (the Double-cross operation) are all 

interesting and important in intelligence study 

(Kolodziej, 1992; Zekeri, 2020). 

 

Intelligence Activities and International Security 

during World War I and World War II  

Even when events of the two major 

European Wars (WW I & WW II) have provided 

strong base for the development of modern 

sophisticated intelligence activities throughout the 

world; more of these dynamics were witnessed 

during the Cold War era where intelligence and 

counter-intelligence were the currencies of the war. 

However, four World War II intelligence 

developments set the stage for more serious 

intelligence activities during the Cold War. These 

pacesetters according to Creveld, (1989), Ogbi, et-

al, (2014), Gill, et-al, 2006, Strange, 1970; 

Lefebvre, (2003), Joseph, (1993); Todd & Block, 

(2003), Baldwin, (1995), and Oladele (2016) are as 

outlined and treated below: 

 Pearl Harbor attack of 1941 –  

The creation of the first US civilian intelligence 

agency known as the Office of Strategic Studies 

(OSS); was in reaction to the Pearl Harbor attack of 

1941. By the end of the war, the OSS had become a 

fairly large and sophisticated intelligence operation 

with experience in nearly all phases of intelligence 

such as; collection, analysis, special operations and 

psychological warfare. The OSS was however, 

disbanded by the US President Harry Truman 

immediately after the war ended. After the 

disbandment of the OSS and the transfer of some of 

its aspects to other departments, Truman 

immediately initiated plan for the creation of a new 

civilian intelligence agency. This resulted in the 

enactment of the National Security Act in 1947 

which saw to the creation of the Central Intelligence 

Agency (CIA); thereby making the USA a global 

player in peacetime civilian intelligence agency 

alongside other world powers (Creveld, 1989; 

Singh, 2022). 

 First Intelligence Treaty –  
The first intelligence treaty between nations was, 

signed by Great Britain and USA in 1943; as the 

result of an extensive Signal Intelligence (SIGINT) 

cooperation earlier established between them. This 

intelligence agreement popularly known as BRUSA 

followed a series of both formal and informal 

exchanges of personnel and information between 

Britain and the USA. After five years of this treaty, 

scores of negotiation that followed later turned it 

into the UK-USA Agreement (UKUSA). The treaty 

bound the UK, US, Canada, Australia and New 

Zealand to cooperate fully in the collection and 

sharing of SIGINT information. It divided 

geographical collection responsibilities between 

those nations. UKUSA has weathered some difficult 

times and raised concern about Soviet penetration of 

British intelligence, the Suez crisis and a small 

episode when New Zealand banned nuclear armed 

and powered vessels from its harbors in 1985 up to 

2012 (Ogbi, et-al, 2014; Kaldor, 2022). 
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 Development of Aerial Overhead 

Imagery –  

The development and sophistication of 

aerial overhead imagery first begun during the First 

World War and improved during the Second World 

War. After the end of the WW II and the beginning 

of the Cold War, Western nations believed the use 

of aerial overhead imagery is not only important but 

also critical in obtaining information about Soviet 

weapons development. During the Cold War, both 

the US and British aircrafts gathered SIGINT and 

IMINT intelligence by flying over international 

waters as close to Soviet territorial borders as 

possible. It was based on this, that the Soviet 

authorities rejected US President Eisenhower’s 

‘Open Skies Proposal’. After which, the Americans 

in 1956 put into service the U-2 spy plane  - which 

is an aircraft that could fly directly over Soviet 

territory for up to 70,000 feet in the sky; and it was 

believed to be 20,000 feet beyond the range of 

Soviet planes and missiles. Even at that very high 

altitude, the U-2 aircraft can take photographs and 

other images that revealed a great deal about Soviet 

weapons systems. The operation of this spy plane 

was very effective to the extent that within two 

years, virtually all, Western hard intelligence about 

Soviet weapons developments came from U-2 over 

flights. This source of sophisticated intelligence 

gathering by the West came to end on May 1, 1960 

when the USSR shot down a U-2 plane and captured 

its pilot, Garry Powers alive (Gill, et-al, 2006; 

Yaqing, 2018; Wheeler, & Holmes, 2022). 

Despite the cessation of the employment 

and utilization of the U-2 planes over Soviet aerial 

territory, this mechanism found utility in other parts 

of the world. These spy planes played critical roles 

in the discovery and documentation of Soviet 

missiles in Cuba in 1962; as well as the discovery of 

Iraqi missile sites in 1991. Since the Soviet Union is 

the main intelligence target of the USA and the 

West, the US government found alternative source 

through the development of satellites that could take 

variety of images from hundreds of miles in space 

while either orbiting the planet or geosynchronous 

above Soviet territory. The first American satellite 

to cross Soviet territory in August, 1960 was 

‘Discoverer 13’. Next in the series was ‘Discoverer 

14’, which was responsible for taking more 

photographs of the Soviet Union than all the 

previous U-2 over-flights. The development of 

photographic satellite by the USSR ushered in the 

era of, ‘eyes in the sky’. This gave both sides of the 

Cold War the ability to monitor weapons 

development and to verify compliance with the arms 

control agreements that began in the 1970s. 

Whatever reservations people have, intelligence 

reconnaissance actually added to international 

stability and even played efficient role in the 

eventual end of the cold war. Such that without this 

intelligence source, the incubation and hatching of 

arms control agreements would not have been 

contemplated (Strange, 1970; Lefebvre, 2003; 

Webber, 2020).    

 

Intelligence Activities and International Security 

during the Cold War Era 

This is the fourth development of the 

Second World War that both sides of the ‘iron 

curtain’ set the stage and conducted throughout the 

Cold War era. It is generally, upheld that from the 

beginning up to the end of the cold war, the USSR 

had more spies working against its allies than its 

enemies. The first decades of the post-WW II years 

witnessed the resurgence of quite large numbers of 

American, British and West German citizens 

working for the USSR intelligence agencies. These 

counter-intelligence activities include senior British 

intelligence and foreign office personnel became 

traitors; several well-placed American and West 

German top bureaucrats and other government 

officials betrayed their countries. It was established 

that three out of the ‘Cambridge Five’ who 

compromised Western military and political secrets; 

had access to strategic plans during UN approved, 

but US-led Korean war (Joseph, 1993; Todd & 

Block, 2003; Yaqing, 2018). 

Early efforts to keep several Eastern 

European countries from falling into the Communist 

Bloc were, frustrated by other compromises and, as 

a result, scores of Western intelligence officers and 

local resistance fighters were betrayed and killed; in 

active service. Soviet intelligence officers in the 

USA and Britain recruited scientists and others 

working on the secret efforts to develop atomic 

weapons. This became manifest when Klaus Fuchs, 

a German émigré scientist working on the US 

atomic project, and later assigned to be part of the 

British team working on the US atomic project, fell 

under suspicion and was interrogated, the ring of 

‘Atomic Spies’ began to unravel. Several critical 

scientific and engineering secrets were, nevertheless 

betrayed to Soviet intelligence. As a result, the 

Soviet atomic bomb came five to seven years earlier 

than it otherwise would have come. Soviet defectors 

(Oleg, Penkovsky, Adolf Tolkachev and Oleg 

Gordievsky), who stayed in their positions yet 

reported to Western intelligence, added to the 

intrigues of the latter half of the 20
th

 Century and 

large scale and expensive intelligence agencies 



 

  

International Journal of Humanities Social Science and Management (IJHSSM) 

Volume 4, Issue 1, Jan.-Feb., 2024, pp: 53-63                                 www.ijhssm.org                 

                                      

 

 

 

| Impact Factor value 7.52 |                                 ISO 9001: 2008 Certified Journal                                     Page 61 

became a fact of life in most globally active states 

(Baldwin, 1995; Spies, 2019). 

Other intelligence related security problems 

of the cold war era included; Iran-Iraq war, the 

Balkan crises, the El-Salvador leadership crisis, the 

assassinations of Gamal Abdel-Nasser of Egypt, 

Patrice Lumumba, Amilca Cabral, Thomas Sankara, 

the military coups of the Africa, Latin America and 

other third world countries, etc (Sani, 2021). 

 

Intelligence Activities and International Security 

in the Post-Cold War Era 

 The Rise of Al-Qaeda and Global 

Terrorism –   

The rise of the Al-Qaeda elements and 

other fundamentalist groups after the cold war was 

indeed the by-product of the same war. This 

assertion is anchored on the lamentation of Saleh 

(2010, p. 6), who stated that the intense ideological 

rivalry in the pre-globalization era led to the 

polarization of the world along ideological lines. 

That both the USA and USSR through their global 

intelligence networks; sponsored dissidents in 

Islamic countries to fight (undermine) enemy 

regimes; where those that failed to capture political 

power, sees this as hypocritical acts by the 

superpowers. Hence, they resorted to terrorist acts 

against the USA as a, payback for this betrayal. This 

explains why American interests are, targeted 

worldwide since 1996. This included the September 

11, 2011 questionable suicide bombings of the 

World Trade Center in Washington D. C. and the 

Pentagon in New York. Some school of thought 

strongly belief that late Osama Bin Laden, the Al-

Qaeda leader (a Saudi-born fugitive who had an eye 

on his country’s throne); was once on the payroll of 

the Central Intelligence Agency (CIA). The failure 

of the American government to actualize his dream 

to the throne of Saudi Arabia was considered as a 

betrayal of his loyalty to the CIA. Even the current 

upsurge in the numbers of terrorist groups such as 

the Islamic State of Iraq and Syria (ISIS), Islamic 

State of Iraq and the Levant (ISIL), Islamic State (IS 

[Daesh]), Mujahedin, Hakani, Boko-Haram, etc 

across the world, are nothing but backlashes of 

international intelligence activities of East and 

Western European countries (Oladele, 2016; Singh, 

2022)..  

Therefore, the upsurge and dynamism of activities 

of international intelligence agencies in the past 

seventy years have created more sophisticated 

global security problems than they are meant to 

solve and curtail. This led to perennial suspicion by 

nation states and of mutual mistrust of each other. 

This situation reflects a perfect state of mutual terror 

across the globe and the exacerbation of 

international insecurity (Zurn, 2013). 

 

IV. SUMMARY OF FINDINGS  
From the analysis so far, the following findings have 

been deciphered: 

1. That there is lack of sincerity of purpose on 

the part of world leaders coupled with complex 

conspiracies and hypocrisies towards tackling 

emergent international security problems. 

2. There is lack of precision and prompt 

dissemination of intelligence information among 

world leaders towards diminishing global security 

threats. This often results into prolonged tackling of 

international security challenges. 

3. The study has also established that there is 

unnecessary competitions among nations who felt 

that they have outgrown the United Nations Security 

Council. 

4. That domestic national security of 

individual countries and selective security of group 

of countries tend to undermine international 

security.  

5. The study further established that the 

unlimited powers of the current five permanent 

members does not represent the interests of the over 

one hundred ninety member countries; as well as out 

of tune with current reality of international security 

and politics.      

 

V. CONCLUSION 
From the analysis so far, conclusion can 

drawn that the upsurge of international intelligence 

activities across the world has created vicious cycle 

of global terror and more frightening dimension of 

international insecurity with attendant myriad of 

problems for the world and its citizens towards the 

tail end of the 20
th

 Century and the wake of the 21
st
 

Century. The study has established that apart from 

the September 11, 2011 questionable suicide 

bombings of the World Trade Center in Washington 

D. C. and the Pentagon in New York, there has been 

no major security threats to the domestic affairs of 

the two leading culprits (USA & Russia) of 

international intelligence criminality. Hence, 

international intelligence activities have had adverse 

effect on international security instead of bringing 

about a sustainable global peace.  

 

VI. RECOMMENDATIONS 
Drawing from the above conclusion, the 

following alternatives/strategies are, proffered 

towards making our intelligence agencies more 
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proactive and well fitted to tackle international 

security challenges of the Twenty-First Century: 

1. There should be sincerity of purpose on the 

part of world leaders where they will discard their 

current complex conspiracies and hypocrisies. 

2. Political leadership of countries should be 

prompt in disseminating intelligence information to 

each other and at implementing such credible 

intelligence information towards diminishing global 

security threats. This will aid to nib most of the 

international security challenges in their buds. 

3. Unnecessary competitions among nations 

must be discouraged by the United Nations Security 

Council who should pass appropriate/binding 

Resolutions; for sanctioning violators. 

4. Where the pursuit of domestic national 

security of an individual country or selective 

security of a group of countries; tend to undermine 

international security, such should be declared null 

and void by the United Nations Security Council. 

5. The number of countries with veto powers 

should be, expanded from the current five members 

to twenty with at least two countries from each 

continent. This will reduce the hegemonic roles of 

the leading intelligence violators (USA & Russia); 

and to ensure balanced voting on controversial 

international security issues.  
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