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ABSTRACT 
As banking system financial fraud becomes more 

sophisticated, it necessitates sophisticated fraud 

detection and prevention methods in real time. 

DeepBankGuard, a hybrid deep learning framework 

proposed in this paper, is specifically designed to 

detect bank fraud using Variational Autoencoder 

(VAE) and Attention-based Bidirectional Long 

Short-Term Memory (BiLSTM) networks. The VAE 

is used to extract compressed feature representations 

from financial transactions, while the BiLSTM 

model is used for detecting long-range sequential 

patterns in user transaction behaviour. An attention 

mechanism is used to emphasize the most 

significant features that result in fraudulent 

behaviour. The model achieves outstanding 

performance with 99.56% accuracy, 99.61% 

precision, 99.51% recall, and 99.56% F1-score in 

the test set, and its effectiveness in identifying fraud 

with negligible false positive and false negative 

rates (0.391% and 0.489%, respectively). The 

technique beats traditional techniques, and it results 

in a scalable, adaptive, and real-time fraud detection 

system for secure banking applications. The VAE 

and BiLSTM model pairing constitutes a robust 

model for solving fraud detection problems in the 

dynamic financial world. 

Keywords: Banking Fraud Detection, Deep 

Learning, Variational Autoencoder, Bidirectional 

LSTM, Real-time Fraud Detection. 

 

I. INTRODUCTION 
The fintech business of digital banking has 

grown multifold due to advances in cloud 

computing, artificial intelligence, and financial 

analytics that allow for seamless transactions and 

financial inclusion [1]. The merging of IoT and 

cloud services has also led the transition towards 

real-time banking and tailored financial services [2]. 

These advancements have also increased the threat 

of frauds like identity theft, phishing, and synthetic 

fraud [3]. 

Modern banking platforms depend upon 

safe cloud platforms to hold and process large 

volumes of transactions, but cybercriminals persist 

in taking advantage of weaknesses in AI-based 

banking platforms [4]. The urban-rural divide in 

finance also makes fraud detection more complex, 

as new digital financial services extend to 

underpenetrated areas with lesser security platforms 

[5]. Banks have to be efficient and secure at the 

same time, making fraud prevention systems 

scalable, adaptive, and effective [6]. 

Banking fraud detection has long been 

based on rule-based systems and machine learning 

models, but these are plagued by rigidity and high 

false positive rates [7]. Although deep learning 

models like Recurrent Neural Networks (RNNs), 

Graph Neural Networks (GNNs), and Temporal 

Convolutional Networks (TCNs) have shown better 

fraud detection performance, their real-time 

applicability and interpretability are still major 

challenges [8]. 

Existing AI-based fraud detection strategies 

utilize graph-based transaction analysis and time-

series anomaly detection to identify fraudulent 

behaviour [9]. Application of autoencoders has also 

been promising in detecting latent transaction 

anomalies [10]. Furthermore, deep learning models 

that combine attention mechanism with sequence-

based learning exhibit higher accuracy and 

flexibility [11]. 
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This work presents DeepBankGuard, a 

hybrid GNN-TCN model for real-time bank security 

against money laundering fraud. It leverages graph-

based mapping of transactions to sequence trend 

analysis to enhance the detection of fraud at the cost 

of fewer false positives [12]. DeepBankGuard's 

cloud AI platform is ascendable and speedy-

deployable crossways banks and delivers a hardy 

and active anti-money filtering system [13]. 

With the use of graph learning and deep 

analysis of temporal patterns, this method increases 

the efficiency of fraud classification and issues of 

dynamic fraud behaviour [14]. Cloud computing has 

been incorporated in the suggested system to 

support scalable fraud detection in order to facilitate 

effective detection and flagging of suspicious 

transactions [15]. Coupling feature engineering, AI-

based anomaly detection, and deep learning 

optimization methods, this research is helpful in the 

creation of AI-based fraud models [16][17]. 

 

II. LITERATURE SURVEY 
Machine learning methods applied to fraud 

detection rely on safe information exchange and 

effective optimization strategies in an attempt to 

neutralize emerging threats. Multi-Swarm Adaptive 

Differential Evolution and Gaussian Walk 

Optimization have been applied in the detection of 

financial network fraud while offering improved 

data security measures [18]. Monte Carlo 

simulations have been helpful in probabilistic 

modelling of fraud risk and yielded high accuracy in 

identifying fraud in banking networks [19]. In 

addition, Gaussian Mixture Models (GMMs) have 

been helpful in identifying transaction anomalies 

accurately using the unsupervised clustering 

techniques [20]. 

Clustering and feature engineering 

algorithms improve representations of transactions 

and thereby improve fraud detection. Fraud 

detection systems utilize categorical embeddings to 

improve feature extraction as well as transaction 

representation [21]. Fuzzy C-Means and DBSCAN 

clustering provide effective anomaly detection to 

identify fraud patterns through transaction behaviour 

[22]. Self-organizing maps are used in fraud 

detection to detect anomaly and cluster transaction 

behaviour [23]. 

Advancements in deep learning anti-fraud 

methodologies have resulted in the implementation 

of VAE, BiLSTMs, and Attention Mechanisms with 

increased detection accuracy [24]. RNN-based 

models for fraud detection possess the ability to 

identify sequence of transactions, thus facilitating 

fraud tracking in real time in banking setups [25]. 

TCNs have been used to capture sequential patterns 

of transactions and have been effective in detecting 

changes in money habits [26]. 

Artificial intelligence-based cloud security 

solutions have played an important role in the 

effectiveness of fraud detection. Blockchain-based 

authentication systems provide secure immutable 

transaction history that cannot be modified without 

consent for banking details [27]. Self-sovereign 

identifiers (SSI) based on cryptographic hash 

functions offer secure financial identity validation 

and prevent identity fraud risks [28]. Artificial 

intelligence-based CAPTCHA systems providing 

graphical password authentication also improve 

digital banking interface security [29]. 

Cloud-based fraud detection tools have 

used Bayesian deep learning and normalizing flows 

to identify fraudulent transactions within financial 

settings [30]. Homomorphic encryption and 

federated learning have been used for privacy-aware 

fraud detection so that secure AI model training 

across financial institutions can be achieved [31]. 

Hybrid AI systems that combine graph-

based learning and deep sequential models have 

been useful in contemporary banking fraud 

detection. Neural-symbolic tensor networks have 

been able to keep up with shifting patterns of fraud 

and have utilized metaheuristic optimization for 

effective model generalization [32]. Dynamic Graph 

Neural Networks (DGNNs) have been used for real-

time fraud monitoring, enhancing accuracy in 

anomaly detection [33]. 

 

2.1 Problem Statement 
In spite of progress in fraud detection 

methods, banks continue to struggle to detect 

dynamic fraud patterns with high accuracy. Rule-

based detection is still susceptible to high false 

positives, causing customer dissatisfaction and 

unwanted transaction blocks [34]. Classical machine 

learning models are not capable of keeping up with 

changing fraud patterns and need to be retrained 

frequently as well as require manual intervention 

[35]. 

Current fraud detection methods are unable 

to process large volumes of banking transactions, 

which results in scalability problems and delays in 

real-time processing [36]. Unsupervised anomaly 

detection algorithms, including one-class SVMs and 

isolation forests, are unable to detect sophisticated 

fraud patterns in intricate banking settings [37]. 

Additionally, existing cloud-based models for fraud 

detection need better scalability, effectiveness, and 

flexibility to effectively identify emerging financial 

threats [38]. Hybrid deep learning structures have 
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been promising to solve these issues but need 

optimization for implementation in big banking 

scenarios [39]. 

 

III. METHODOLOGY 

The DeepBankGuard fraud detection tool 

employs an end-to-end strategy with a merged 

methodology using Variational Autoencoder (VAE) 

and Attention-based BiLSTM models for improved 

fraudulent transaction detection and classification. 

Financial transaction data is first fetched from the 

cloud to process it further. The data is preprocessed 

with missing value handling, outlier removal, and 

categorical variable one-hot encoding. The 

Variational Autoencoder (VAE) is then used to 

compress transactions into a latent space, learning 

transaction embeddings that facilitate anomaly 

identification. The Bidirectional LSTM (BiLSTM) 

with an attention mechanism encodes temporal 

dependencies between transactions in sequences, 

prioritizing salient features that affect the probability 

of fraud. The Fraud Classification Layer combines 

the hidden features of VAE with temporal patterns 

of BiLSTM for classifying a transaction as fraud or 

genuine. Lastly, the system calculates each 

transaction's fraud risk score for determining its 

probable fraudulence. This end-to-end fraud 

identification process is visually depicted in Figure 

1. 

 

 
Figure 1: Architecture Diagram 

 

3.1 Cloud Data Acquisition 

The dataset of banking transactions is 

safely fetched from cloud storage and processed to 

identify fraud. Storage of transactions in the cloud 

provides real-time access, scalability, and security of 

financial transaction records. The dataset includes 

several financial features such as transaction 

amounts, timestamp, sender-receiver IDs, and the 

type of transaction. 

 

3.1.1 Transaction Data Representation 

Every transaction is represented as a 

structured feature set of numeric, categorical, and 

time-series data. The transactions are represented as 

individual feature vectors that are the foundation for 

fraud analysis. The data is then converted into a 

graph-based embedded representation to enable 

structured learning. 

A transaction dataset is represented as: 

𝐷 = {𝒯1, 𝒯2, … , 𝒯𝒩}                                             (1) 

where 𝒯𝒾 represents a transaction with feature set 

𝒳𝒾. 

Each transaction 𝒯𝒾 contains: 

𝒳𝒾 = {𝑥1, 𝑥2, … , 𝑥𝑃}                                           (2) 

where 𝑥𝑗 represents attributes like transaction 

amount, sender ID, timestamp, and type. 

 

3.1.2 Pre-processing& Feature Engineering 

Pre-processing involves missing value 

handling through mode-based imputation for 

categorical attributes and median-based imputation 

for numerical attributes. Feature normalization is 

used to maintain uniform data scaling across 

transaction attributes. Outlier detection methods, 

including standard deviation filtering, assist in 

eliminating anomalies that may cause bias. 

Categorical attributes such as transaction types are 

one-hot encoded to transform them into numerical 

vectors. 
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a) Missing Value Handling 

In order to maintain data completeness, categorical 

missing values are imputed through mode 

imputation, taking the most occurring category. 

Numerical missing values are processed through 

median imputation, maintaining minimal data 

distribution distortion. 

For categorical features (𝑋cat), mode-based 

imputation: 

𝑋cat

imputed
= argmax(freq(𝑋cat))     (3) 

For numerical features (𝑋num), median imputation: 

𝑋num
imputed

= 𝑚𝑒𝑑𝑖𝑎𝑛(𝑋num)   (4) 

b) Outlier Detection 

The 4𝜎 rule is utilized in identifying the outliers by 

highlighting transactions that have more than four 

standard deviations away from the average. Such 

outliers are indicated to be anomalous or fraudulent 

in nature. 

Using the 4𝜎 rule, transactions exceeding 4 standard 

deviations (𝜎) from the mean (𝜇) are flagged: 

|𝑋 − μ| > 4𝜎(5) 

 

c) Feature Scaling 

Min-Max Normalization normalizes transaction 

attributes to between 0 and 1, allowing uniform 

distribution. This avoids bias towards higher values 

and improves model performance by enhancing 

gradient descent convergence during training.Min-

Max Normalization ensures data falls between 0 and 

1: 

𝑋𝑠𝑐𝑎𝑙𝑒𝑑 =
𝑋−𝑋𝑚𝑖𝑛

𝑋𝑚𝑎𝑥−𝑋𝑚𝑖𝑛
(6) 

 

d) One-Hot Encoding 

Categorical transaction types are represented as 

binary vectors via one-hot encoding. This facilitates 

machine learning algorithms to handle categorical 

attributes in an efficient manner without adding 

ordinal relationships that can mislead transaction 

types. 

For a categorical feature 𝑋 with 𝑁 categories, one-

hot encoding transforms it into a binary vector: 

𝑋one-hot = [𝑥1, 𝑥2, … , 𝑥𝑁] where 𝑥𝑖 =

{
1,  if 𝑋 = 𝑖

0,  otherwise 
(7) 

 

3.2 Variational Autoencoder (VAE) for Feature 

Extraction 

VAE is used to learn a latent compressed 

representation of transactions. Anomalies are 

identified by reconstructing transactions and 

measuring reconstruction error. The model maps 

transaction data into a latent space and maps it back, 

minimizing the loss of reconstruction in order to 

preserve important transaction patterns. 

 

3.2.1 Encoder Network 

The encoder network projects input 

transactions into a latent space representation 

through deep neural layers. It produces a 

probabilistic distribution by calculating the mean 

and variance of the latent embeddings. A 

reparameterization trick is used to add a stochastic 

element, ensuring strong anomaly detection. 

The encoder transforms transaction data 𝓧 into a 

latent representation 𝒛: 

𝑧 = 𝜇𝜃 + 𝜎𝜃 ⋅ 𝜂, 𝜂 ∼ 𝒩(0, 𝐼)(8) 

where: 

 𝜇𝜃 and 𝜎𝜃 are learned latent space 

parameters. 

 𝜂 is a random noise sampled from a 

standard normaldistribution 

 

3.2.2 Decoder Network 

Decoder constructs transactions from the 

latent representations in the encoder. Decoder 

reduces the discrepancy between reconstructed and 

original transactions through reconstruction loss. 

When the reconstruction error for a transaction is 

high, then it is treated as a likely fraud candidate 

based on its atypicality against normal transaction 

profiles. 

The decoder reconstructs the original transaction 

features: 

𝒳̂ = 𝑔ϕ(𝑧) (9) 

where 𝒳̂ is the reconstructed output 

 

3.2.3 Loss Function for Reconstruction & 

Anomaly Detection 

The VAE loss function is divided into two parts: 

Reconstruction Loss, which verifies that the 

reconstructed transaction is similar to the original, 

and Kullback-Leibler (KL) Divergence, which is 

used to regularize the latent space distribution. This 

loss function helps the model learn better 

discrimination between normal and anomalous 

transactions. 

The VAE minimizes the combined reconstruction 

loss and Kullback-Leibler (KL) divergence: 

ℒVAE = 𝔼𝑞(𝑧∣𝒳)[log⁡𝑝(𝒳 ∣ 𝑧)] − 𝔻KL(𝑞(𝑧 ∣

𝒳)‖𝑝(𝑧))(10) 

Where 𝔻KL measures the divergence from a normal 

prior. 
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3.3 Bidirectional LSTM (BiLSTM) with 

Attention 

BiLSTM is employed to capture sequential 

dependencies in transaction history, including both 

past and future behavior. The attention mechanism 

gives more weight to important transactions so that 

important fraud indicators are given priority in 

decision-making. 

 

3.3.1 BiLSTM for Sequential Learning 

BiLSTM is a combination of two LSTM layers with 

forward and backward directions, through which it 

acquires contextual relationship within a transaction 

sequence. BiLSTM is able to discover patterns like 

the sudden increase of transactions, redundant 

transactions, or anomalies from common user 

behavior.The BiLSTM processes sequences in 

forward and backward directions: 

ℎ𝑡
fwd = LSTM(𝒳𝓉 , ℎ𝑡−1

fwd )(11) 

ℎ𝑡
bwd = LSTM(𝒳𝓉 , ℎ𝑡+1

bwd)(12) 

Finalhidden state representation: 

ℎ𝑡 = [ℎ𝑡
fwd; ℎ𝑡

bwd](13) 

 

3.3.2 Attention Mechanism for Feature Weighting 

The attention mechanism calculates 

importance scores for every transaction in a 

sequence. The scores are higher for those 

transactions that have a significant impact on fraud 

decisions. Attention-weighted representations of the 

transactions are utilized to enhance the accuracy of 

classification so that fraudulent transactions are 

flagged with greater precision. 

Attention computes the importance score 𝛃𝒕 for each 

transaction: 

𝛽𝑡 =
exp⁡(ℎ𝑡𝑊𝛼)

∑  𝑘  exp⁡(ℎ𝑘𝑊𝛼)
(14) 

where 𝑾𝛂 is the trainable attention weight matrix. 

The final transaction embedding is: 

𝐶 = ∑  𝑡 𝛽𝑡ℎ𝑡(15) 

 

3.4 Fraud Classification Layer 

The fraud classification layer combines 

VAE-created latent features and BiLSTM 

embeddings within a fully connected neural 

network. This layer is doing binary classification to 

identify whether or not a transaction is fraudulent. 

The output of the final fraud probability score 

comes from applying a sigmoid activation function, 

thus allowing the classification model to be 

interpretable. 

A fully connected dense layer combines VAE-

generated features with BiLSTM embeddings: 

𝑦 = 𝜎(𝑊𝛾[𝑧; 𝐶] + 𝑏𝛾)(16) 

Where, 𝑦 is the fraud probability, 𝑊γ𝑎𝑛𝑑𝑏γ are 

classification weights and bias, σ(𝑥) is the sigmoid 

activation function. 

 

3.5 Fraud Risk Estimation 

Fraud risk estimation calculates a total fraud score 

by summing up both VAE and BiLSTM anomaly 

contributions. The decision is taken using a pre-

defined fraud threshold. Transactions above this 

threshold are marked as suspicious to be inspected 

in detail, guaranteeing high fraud detection 

reliability without compromising on false positives. 

A final fraud score is computed using weighted 

anomaly contributions: 

 Risk Score = ∑  𝑇
𝑡=1 𝛽𝑡𝑦𝑡(17) 

A transaction is flagged as fraud if: 

 Fraud = {
1,  if Risk Score ≥ 𝜏

0,  otherwise 
(18) 

Where𝜏 is the fraud detection threshold. 

 
Figure 2 Performance Metrices    Figure 3 Performance of FPR and FNR 

 

The suggested model attained 99.56% 

accuracy, 99.61% precision, 99.51% recall, and 

99.56% F1-score, with high capacity for fraud 

detection. The high precision and recall illustrate 

successful fraud detection without unnecessary 

classifications. The combination model improves 

relational and sequential pattern identification, 

enhancing accuracy of financial fraud detection. 
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This is illustrated in Figure 2. In Figure 3 the model 

had a low FPR of 0.3912% and FNR of 0.4897%, 

reducing false alarms and missed fraud instances.  

 

IV. Conclusion 
The paper introduces a novel hybrid fraud 

detection model, DeepBankGuard, combining 

Variational Autoencoder (VAE) and Attention-based 

BiLSTM networks for enhanced banking fraud 

detection in this paper. The findings highlight the 

significant improvement of the model's detection 

accuracy with better performance in precision, 

recall, and F1-score. The model's low False 

Negative Rate (FNR) and False Positive Rate (FPR) 

exhibit its high reliability and strength in detecting 

fraudulent transactions, thus qualifying as a strong 

contender for robust secure online banking systems. 

Through the use of VAE to represent features and 

BiLSTM to capture sequential patterns, the model is 

powerful enough to learn evolving fraud trends. 

Furthermore, the use of an attention mechanism 

guarantees that the model is concentrated on the 

most salient features, providing more interpretability 

and better decision-making capability. 

DeepBankGuard therefore presents a scalable and 

adaptive solution for real-time fraud detection in 

banking, enhancing security and reducing financial 

losses. In the future, further research could be 

carried out to include more real-world datasets and 

more sophisticated models for even better fraud 

detection. 
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