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ABSTRACT 
The increasing use of Artificial Intelligence (AI) in 

Software as a Medical Device (SaMD) shows great 

promise for improving the accuracy of diagnosis and 

healthcare delivery. Nevertheless, there can still be 

problems with safety and efficacy, as well as 

regulatory compliance, especially when it comes to 

post-marketing surveillance (PMS). Traditional risk-

based approaches have often been inadequate, then, 

for dealing with AI SaMDs that can evolve as new 

clinical data is assimilated. To tackle these hurdles, 

we propose an enhanced PMS model that combines 

real-time risk evaluation with active clinical follow-

up. Distinguished in its novelty across real-time 

performance monitoring, compliance assessments, 

and consistency checks over time, the parameterized 

system outperforms existing ones with Risk Impact 

(RI) of 85%, Clinical Follow-Up Effectiveness 

(CFE) of 90%, Performance Deviation (PD) of 

3.20%, Compliance Score (CS) of 95%, and Data 

Integration Efficiency (DIE) of 88%, with 

substantial improvement in risk detection, follow-up 

success, and compliance when compared with 

existing AI SaMDs with PMCF. Such a novel 

approach thus presents an accurate, effective, and 

reliable way to ensure safety and regulatory 

compliance for AI SaMDs. The ability of the system 

to integrate several data sources and deliver real-

time intelligence is a breakthrough in the 

management of AI-based medical technologies. 

Future work will focus on system scalability and 

feasibility in different healthcare settings.  

Keywords: AI-based SaMD, Post Marketing 

Surveillance, Risk Detection, Regulatory 

Compliance. 

 

I. INTRODUCTION 
AI is extending its reach in many fields 

such as health, security, and automation, making 

operations efficient and effective. On the other hand, 

AI-based Software as Medical Devices (SaMD) has 

high promises for improving diagnosis accuracy, 

personalizing care pathways, and making healthcare 

delivery less complicated. Well-evolving AI models 

for early detection of tumors and analysis of medical 

images are becoming more reliable for diagnoses 

and more successful outcomes [1]. For example, 

deep learning models for lung tumor detection 

utilized combined medical imaging data along with 

genetics data for early diagnosis and more effective 

treatment planning [2]. 

Management of chronic diseases sees AI 

contributions like integrated chronic kidney disease 

management systems with probabilistic neuro-fuzzy 

methods that advance monitoring and improved 

diagnosis [3]. Improving accessibility through AI 

falls into healthcare areas. By using mobile health, 

IoT, and AI, a patient can be remotely monitored so 

that the medical record becomes increasingly 

accessible to improve patient care and timely 

interventions [4]. In fact, with cloud computing, 

data security is now more efficiently guaranteed in 

the health sector, while AI and blockchain enhance 

privacy over secure transfer and authenticators by 

biometrics [5]. 

Outside the medical area, AI is optimizing 

the performance of electric vehicles, whereby their 

energy efficiency is improved by using advanced 

models like artificial neural networks and 

electrothermal inverter designs [6]. Yet, all these 

innovations pose new security challenges to 

distributed computing environments, requiring 

stronger authentication mechanisms [7]. AI makes 

software development easier with improvements 

like the integration of pre-trained language models 

with evolutionary algorithms to help generate test 

cases and thus improve the overall test coverage [8]. 

AI-powered SaMD is being scrutinized 

highly for post-market surveillance (PMS) to ensure 

patient safety, regulatory compliance, and effective 

risk management [9]. In fifth-generation 

communication systems (5G), AI improves the 

channel state information (CSI) with some 

methodologies like the backpropagation neural 

networks (BPNN) and the generative adversarial 

networks (GANs) to make signal usage efficient and 
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reliable in communication [10]. AI has impacted the 

digital economy by supporting sustainable 

entrepreneurship and improving business practices 

for enhanced economic growth [11]. 

The AI-based Cloud-GIS systems are 

furthering crisis management, especially disaster 

response. The systems are working with data 

processing and predictive analytics in the recovery 

process after earthquakes [12]. In education, AI and 

data analytics attain more learning outcomes in e-

learning platforms by storing data, securing data 

integration, and enhancing educational standards 

themselves [13]. Adaptive modeling would also help 

improve knowledge management, thus aiding 

business planning and decision-making, the result 

being that well-informed strategic choices will be 

made by firms and corporations [14].  

AI and large data analytics in fad provide 

competitive advantages to small- and medium-sized 

enterprises (SMEs) in e-commerce and give 

precious insights into market trends and consumer 

behaviors to enhance SME operations and adjust to 

dynamic market needs [15]. Recent methods 

proposed for IoT systems that leverage DMP and 

SOM for better decision-making are gaining traction 

toward determining optimized network management 

[16]. The combination of RPMA, BLE, and LTE-M 

technologies with Gaussian Mixture Models (GMM) 

addresses management challenges of IoT devices, 

improving power consumption, data throughput, and 

anomaly detection for smart city and agriculture 

applications [17]. 

AI-based identity verification methods 

including CAPTCHA, graphical passwords with 

DROP methodology, AES encryption, and neural 

network multilayer authentication enhance security 

and usability, rendering the systems immune to 

automated and brute-force attacks [18]. Integration 

of BIRCH clustering with LPWAN technology, 

NCA, and MDS increases opportunities for 

communication while providing solutions to data 

clustering and dimensionality reduction, especially 

in blockchain applications [19]. 

AI systems governed by A3C, TRPO, and 

POMDPs are enhancing decision-making under 

uncertain environments with no requirement for 

high-precision data [20]. In cloud environments, 

actions like user authentication and data sharing are 

enhanced by the integration of security mechanisms 

such as SHA-256 and RSA [21]. The integration of 

big data analytics, ethnographic insights, and 

network analysis is a treasure-house for health 

systems to tailor care and augment clinical outcomes 

for cardiovascular patients [22]. Finally, AI, Big 

Data Mining, and IoT technologies will greatly 

enhance their performance, optimize predictive 

analytics, and improve health delivery[23]. 

The methodology proposes using a 

combined MIMIC-III-FAERS for AI-based post-

marketing surveillance of SaMDs. For anomaly 

detection and predicting adverse events, logistic 

regression and naive Bayes are employed; decision 

trees are used for classification while risk-weighted 

scoring enables integrated risk assessment. Custom 

metrics assess such factors as risk impacts, 

compliance, and performance, thus ensuring safety 

and regulatory compliance. 

The main contribution of the proposed method is as 

follows, 

 Developed a hybrid optimization 

framework for improved scalability with reduced 

computational overhead.   

 Enhance fault detection mechanisms for 

improved system robustness.   

 Ensure application versatility across 

multiple infrastructures minimizing dependency on 

specific technologies and a flexible solution for 

dynamic environments. 

 

II. LITERATURE REVIEW 
Across the board with areas like 

cybersecurity, cloud optimization, and software 

testing, powered solutions by AI are beginning to 

address verification challenges scourging developers 

for scalability, performance, and security. A 

compelling approach put forth by Jadon [24], which 

embraces social influence-based reinforcement 

learning, metaheuristic optimization, and neuro-

symbolic tensor networks, is targeted at making AI 

applications adaptable in software development 

environments. To its merit, it enhances retainability 

and interpretability, but it fails to address scalability. 

Likewise, Jadon [25] arrived at a blend of memory-

augmented neural networks (MANNs), hierarchical 

multi-agent learning (HMAL), and concept 

bottleneck models (CBMs) to improve the 

adaptability and transparency of software, but at the 

same time, it comes with a burden in computation 

and integration issues.Jadon [26] researched 

synchronization of Non-Orthogonal Multiple Access 

(NOMA), Universal Vector Function Approximation 

(UVFA), and Dynamic Graph Neural Nets 

(DGNNs) while trying to improve their applications 

in AI software systems. Chetlapalli [27] presented 

business intelligence transformation towards making 

would-be decisions based on data analytics driven 

by AI. Nevertheless, the toolkit does not admit data 

privacy, regulatory compliance, and scalability as 

major issues that further limit applicability.In mobile 

network optimization, big data analytics were used 
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for resource allocation and anomaly detection by 

Allur [28], showing that AI helps enhance 

performance. Handling the computational overhead 

issues in dynamic networks is still a task; 

meanwhile, Allur [29] developed a load-balancing 

mechanism that is intended to enhance distribution 

while creating further security susceptibilities and 

increased computational overheads, thus rendering it 

unfit for environments constrained in power. 

Following this trend, Allur has combined the genetic 

algorithm and swarm intelligence to improve the 

big-data software testing that could enhance 

coverage but is deterred by scalability concerns. 

Dondapati [30] provided automated fault injectors 

for cloud-based software testing, to increase 

robustness. However, they incur delay and usage 

costs, which can be prohibitive in many systems. 

Meanwhile, in the beginning, Allur [31] proposed a 

stacked autoencoder and SVM-based phishing 

detection system with unbelievably high accuracy. 

However, continuous update maintenance is 

required to cope with changing new phishing 

schemes, thus reducing its long-term 

adaptability.Jadon [32] Almost all machines use an 

optimized pipeline, which applies Recursive Feature 

Elimination (RFE), Extreme Learning Machine 

(ELM), and Sparse Representation Classification 

(SRC), targeting the feature selection, speed of 

training, and accuracy of classification. The hybrid 

model developed by Jadon [33] of Particle Swarm 

Optimization (PSO) with Quadratic Discriminant 

Analysis (QDA) will improve the software 

development of artificial intelligence.Kodadi [34] 

indicated that certain works regarding this model of 

security framework, combine detection and response 

techniques for the data-driven approach to 

mitigation against real-time threats. It's highly 

resource-intensive and not fitting in power-

constrained environments. In cloud systems, 

Dondapati [35] employed neural networks and 

heuristics to decrease the overhead for regression 

testing, but its practical environment suffers from 

the effect of heavy dependence on computational 

resources. Devi [36] proposed a fault injection 

mechanism on AWS cloud environments that 

enhanced the ability for test coverage but 

constrained flexibility and scalability because of the 

AWS-centric design and hybrid optimization 

techniques. Deevi [37] used Support Vector 

Regression, Long Short-Term Memory networks, 

and Hidden Markov Models to present a malware 

detection model that increased accuracy. Yet, due to 

excessive use of computational resources, this 

model could be easily thwarted through zero-day 

attacks, therefore standing unfit for large-scale 

systems. Hyperchecking was also defined by Kodadi 

[38], utilizing a probabilistic approach to support 

software deployment verification in enforcing 

Quality of Service (QoS). Constraints in this 

approach are based on non-functional requirements 

sourced from an agreement; hence it does little to 

assist in adapting to dynamic situations in the 

cloud.Allur [39] applied big data analytics, the 

Decision Support System (DSS), and Mixed Integer 

Linear Programming (MILP) to boost decision-

making in agricultural supply chains, but scalability 

issues persisted in extensive networks. Allur [40] 

studied the use of genetic algorithms with swarm 

intelligence to test software in big data 

environments; however, hybrid optimizations posed 

challenges to extending their applicability. 

AI-based systems for cloud optimization 

and security hold significant promise but come with 

different challenges such as scale-up, computational 

complexity, and continuous updates. Most of the 

solutions depend quite heavily on some particular 

infrastructures requiring very high computational 

resources that may not be suitable for use in 

environments of low power. Closing these gaps will 

be imperative in increasing the adaptability, scaling, 

and efficiency of AI-driven solutions in real-world 

applications. 

 

III. PROBLEM STATEMENT 
The present approach incorporates hybrid 

optimization techniques that minimize 

computational burden while increasing the strength 

of the system. In contrast to methods developed in 

the past, including Jadon [24], Deevi [37], and 

Dondapati [30] which face severe issues concerning 

scalability and high computational costs as well as 

security vulnerabilities, it incorporates flexibility 

across different infrastructures. Real-time data-

driven decision-making powers cloud-based security 

optimization while deploying enhanced fault 

detection mechanisms to provide resilience and 

operational performance even in low-power 

resource-constrained environments. 

 

IV. PROPOSED METHODOLOGY 
The methodology proposed here integrates 

MIMIC-III and FAERS datasets in a post-marketing 

surveillance setup for AI-based Software as a 

Medical Device (SaMD). It consists of 

preprocessing (imputation and normalization), 

features engineering (temporal trends and risk 

flags), and model development (anomaly detection 

and adverse event prediction). It evaluates the risk 

impact, conformity, and performance, ensuring 
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safety and adherence to regulations. The overall flow is shown in Figure 1. 

 

 
Figure 1: Architecture Diagram of The Proposed Method 

 

4.1. Data Collection 

The integration of the MIMIC-III Clinical 

Dataset Demo [41] and the FDA Adverse Event 

Reporting System (FAERS) [42] works toward 

enriching post-marketing surveillance (PMS) for 

Artificial Intelligence-based Software as Medical 

Devices (AI SaMD). MIMIC-III provides real-world 

clinical data such as vital signs, lab results, and 

patient outcomes to enable risk monitoring and 

performance evaluation of AI-based SaMD. FAERS 

balances this line by providing adverse event reports 

that are essential in pinpointing safety issues and 

ensuring regulatory compliance. Together, the 

datasets lend themselves to a comprehensive risk 

assessment, safety eligibility, and real-world insight 

into AI SaMD performance, with the benefit of early 

detection of emerging risks and compliance with 

safety standards that should benefit patient 

outcomes and regulatory credibility. 

 

4.2. Data Preprocessing 

The preprocessing ensures clean and 

normalized data, while feature engineering provides 

the extracted patterns. Both steps remain crucial in 

building accurate and reliable models to be used 

within post-marketing surveillance.  

The missing value imputation for numerical features 

is mathematically represented as follows in 

Equation 1: 

𝑥imputed = {
median(𝑥)  if 𝑥 is missing 

𝑥  otherwise 
 

      (1) 

For categorical features (like diagnosis), it is 

mathematically represented as in Equation(2): 

𝑥imputed = {
mode(𝑥)  if 𝑥 is missing 

𝑥  otherwise 
 

      (2) 

Normalization: For numerical features, apply Min-

Max scaling, as shown in Equation (3) 

𝑥normalized =
𝑥−min(𝑋)

max(𝑋)−min(𝑋)
   

            (3) 

Text Cleaning: Removing special characters and 

stopwords, and applying lower casing should 

mathematically be expressed in Equation (4): 

𝑥cleaned =  lowercase ( remove_special_chars (𝑥))

          (4) 

 

1.2.1. Feature Engineering 

Therefore, feature engineering transforms the raw 

data into meaningful features for pattern and 

relationship observation; it improves model 

performance by extracting relevant information 

trends, risk flags, and event indicators from the 

dataset.  

Temporal Features, Rolling average for vital signs 

over a time window t as shown in the following 

Equation (5) 

𝑥rolling_avg =
1

𝑡
∑  𝑡
𝑖=1 𝑥𝑖   

   (5) 

Trend (slope) of numerical features over time 

expressed in the following Equation (6) 

slope =
Δ𝑦

Δ𝑡
    

       (6) 

Adverse event binary flag as depicted in Equation 

(7): 

𝑥event_flag = {
1  if adverse event occurred 

0  otherwise 
 

   (7) 

 

4.3. Model Training 

The methodology combines anomaly detection and 

adverse event prediction to assess risk in AI-based 

SaMDs. Anomaly detection identifies deviations in 

patient data, while adverse event prediction 

estimates the likelihood of safety issues. 
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4.3.1. Anomaly Detection: 

Detect deviations in patient data (e.g., vital signs) 

using a simple model using the following Equation 

(8). 

𝑦anomaly = 𝜎(w𝑎
𝑇x𝑎 + 𝑏𝑎)   

         (8) 

 

4.3.2. Adverse Event Prediction: 

Predict the likelihood of adverse events using 

clinical and event data as depicted in Equation (9). 

𝑦event = 𝜎(w𝑒
𝑇x𝑒 + 𝑏𝑒)   

       (9) 

 

4.3.3. Combined Risk Score: 

Combine anomaly detection and adverse event 

prediction into a unified risk score as expressed in 

Equation (10). 

Risk Score = 𝛼 ⋅ 𝑦anomaly + (1 − 𝛼) ⋅ 𝑦event
    (10) 

 

4.4. Evaluation 

To evaluate the proposed system comprehensively, 

we introduce custom metrics tailored to post-

marketing surveillance (PMS) for Al-based Software 

as a Medical Device (SaMD). These metrics assess 

risk impact, clinical follow-up effectiveness, 

performance deviation, regulatory compliance, and 

data integration efficiency. 

 

Risk Impact (RI): 

This measures the capability of a system to 

recognize high-risk scenarios and mitigate them as 

expressed in Equation (11). 

RI =
 Number of High-Risk Cases Detected 

 Total Number of High-Risk Cases 
× 100 

             (11) 

Clinical Follow-Up Effectiveness (CFE): 

 

Assessment of the effectiveness of clinical follow-

up triggered by the system as given in Equation 

(12). 

CFE =
 Number of Successful Interventions 

 Total Number of Follow-Up Actions 
× 100 

   (12) 

 

Performance Deviation (PD): 

Quantifying AI SaMD Performance deviation in 

terms of expected benchmarks is mentioned below 

in Equation (13). 
PD =

√
1

𝑁
∑  𝑁
𝑖=1   ( Actual Performance 

𝑖
−  Expected Performance 𝑖)

2

     (13) 

 

 

Compliance Score (CS): 

It calculates conformance with the normative 

standard and guidelines as in Equation (14). 

CS =
 Number of Compliance Checks Passed 

 Total Number of Compliance Checks 
× 100 

              (14) 

 

Data Integration Efficiency (DIE): 

It assesses the efficiency of integrating data from 

multiple sources as illustrated in Equation (15). 

DIE =
 Number of Successfully Integrated Records 

 Total Number of Records 
× 100

   (15) 

 

V. RESULTS 
The results section provides a very detailed 

analysis of our proposal for an AI-based Software as 

a Medical Device (SaMD) surveillance system. In 

this evaluation, we primarily differentiate between 

performance evaluation and comparison analysis. 

The first evaluates the operational efficacy of the 

system in question-based on key performance 

metrics, while the second seeks to compare the 

proposed method to existing ones. Graphs are used 

to portray how our system excels in risk detection, 

compliance, and seamless integration of data 

sources. 

 

5.1. Performance Evaluation 

Evaluation metrics for the proposed methodology 

are compared with existing AI SaMDs+PMCF [7]. 

The graphs below depict improvements regarding 

certain key domains: risk detection, clinical follow-

up effectiveness, cost-effectiveness, and regulatory 

compliance. 

 

5.1.1. Risk Impact (RI) 

Measures the system's capability to timely detect 

and mitigate high-risk cases as shown in Figure 2. 

The bar chart shows the Risk Impact (RI) 

percentage in terms of the improved detection 

capability of our system relative to the existing 

methods. 

 
Figure 2: Comparing Risk Impact Across Existing 

AI SaMDs with PMCF and The Proposed Method 
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5.1.2. Clinical Follow-Up Effectiveness (CFE) 

Evaluate the success rate of follow-up 

actions triggered by the system and it is represented 

in Figure 3. The line graph shows how clinical 

interventions have performed over time relative to 

success which validates that the system helped with 

a larger number of successful follow-ups. 

 

 
Figure 3: Clinical Follow-Up Effectiveness Over 

Existing AI SaMDs with PMCF 

 

5.1.3. Cost-Effectiveness:  

Compares savings achieved through system 

implementation versus traditional means as shown 

in Figure 5. An enchanted drawing where 

operational costs lower, making a case that goes to 

prove the economic benefit ofthe proposed system. 

 

Figure 4: Comparison of Cost Efficiency Over 

Time with The Existing AI SaMDs with PMCF 

 

5.1.4. Compliance Score (CS) 

It reflects the degree to which a system conforms to 

regulatory requirements and the comparison with 

the existing method is shown in Figure 5. The pie 

chart indicates the proportion of regulatory 

standards that our compliance system has 

successfully met, illustrating the compliance power 

of the system. 

 

 
Figure 5: Comparison of Compliance Score 

Distribution with The Existing AI SaMDs with 

PMCF 

 

The metrics show substantial improvement 

concerning the methodology in various key factors: 

risk impact, clinical follow-up efficiency, 

performance deviation, compliance, and data 

integration efficiency, the values are shown in Table 

1. 

 

Table 1: Overall Comparison Table of The Existing AI SaMDs with PMCF and The Proposed Method 

Metric Existing AI SaMD+PMCF 

[7] 

The Proposed 

Method 

Risk Impact (RI) 70% 85% 

Clinical Follow-Up Effectiveness 

(CFE) 

80% 90% 

Performance Deviation (PD) 5.56% 3.20% 

Compliance Score (CS) 90% 95% 

Data Integration Efficiency (DIE) 75% 88% 
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VI. CONCLUSION AND FUTURE WORK 
 

Results show that the developed AI-based 

surveillance solution for SaMD outperforms the 

present methods. The system achieves 85% Risk 

Impact (RI), 90% Clinical Follow-Up Effectiveness 

(CFE), 3.20% Performance Deviation (PD), 95% 

Compliance Score (CS), and 88% Data Integration 

Efficiency (DIE) indicating improvement in the risk 

detection, follow-up success, and regulatory 

compliance compared to any of the existing AI 

SaMD with PMCF. This finding alludes to the 

strength and capability of the methodology. The next 

will be to further enhance data integration 

capabilities and applications of the system across 

different healthcare contexts to ensure even greater 

scalability and adaptability. 
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