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ABSTRACT: Intrusion Detection Systems (IDS) 

have become a cornerstone of modern cybersecurity, 

providing essential monitoring and detection 

capabilities to safeguard networks and systems from 

malicious activities. As cyber threats grow in 

complexity and frequency, IDS technologies are 

evolving to incorporate advanced techniques such as 

machine learning, artificial intelligence (AI), and 

big data analytics. Despite their critical role, IDS 

face challenges such as high false-positive rates, 

scalability issues, and the need for real-time threat 

detection. This paper explores the historical 

development, future prospects, applications, 

challenges, and implications of IDS, referencing key 

studies in the field. 
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I.INTRODUCTION 

Intrusion Detection Systems (IDS) are 

security mechanisms designed to detect 

unauthorized access, malicious activities, or policy 

violations within a network or system. With the 

increasing sophistication of cyberattacks, IDS have 

become indispensable for organizations aiming to 

protect their digital assets. The integration of AI and 

machine learning has enhanced the capabilities of 

IDS, enabling them to detect previously unknown 

threats and reduce response times. However, 

challenges such as false positives, resource 

constraints, and the need for continuous updates 

remain significant hurdles. This paper examines the 

evolution of IDS, their future potential, and the 

challenges that must be addressed to ensure their 

effectiveness in the face of evolving cyber threats. 

 

 

 

Annual scientific production 

 

In the previous 10 years, reliable ML in intrusion 

detection has advanced. In particular, the annual 

scientific output depicted in  2 provides an 

explanation for the emergence of earlier theoretical 

and practical investigations on reliable ML. The 

annual scientific output for intrusion detection is 

depicted in . The number of papers published in 

2018 and 2019 reached approximately 23 papers, it 

can be seen that the quantity of publications has 

significantly expanded in recent years. There was an 

increase in the number of articles published in 2020 

and 2021. In 2022, the number of articles grew even 

further, reaching a notable high of 138 papers. This 

pattern persisted in 2023, where 95 papers were 

published. The increase in research output suggests 

a growing interest and emphasis on the development 

and improvement of IDS over the years. 

Furthermore, specific authors have contributed 

significantly to this field, with some focusing on 

optimization and feature selection based on 

intrusion detection, while others have concentrated 

on IDS for Internet of Things (IoT) based on DL. 

These authors have achieved high accuracies in 

their research, indicating the advancement and 

effectiveness of the techniques employed in IDS. 

Overall, the observed publication trends 

demonstrate a substantial growth in research output 

in the field of IDS from 2018 to 2023, reflecting an 

increasing focus on enhancing the reliability and 

effectiveness of intrusion detection 

techniques. shows authors’ production over time, 

where Motwakel published seven papers in 2022 

and 2023 and he focused in his research on 

optimization and feature selection based on 

intrusion detection. In his research, the highest 

accuracy he reached was 99.87 using sand paper 

optimization. As for Al_Qaness , he published five 

papers in 2021–2023) and he focused on IDS for 

IOT based on DL. In his research, he reached the 

highest accuracy of 99.997 using swarm intelligence 

optimization. Bacaninhas published five papers 

https://www.degruyter.com/document/doi/10.1515/jisys-2023-0248/html?lang=en&srsltid=AfmBOorJTFzDBNwnJCOgVOgdgY0hkPRDP5CL-HyfzSi_ZFFJOFSsAPwt#j_jisys-2023-0248_fig_002
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from 2020 to 2023 and he focused on optimization 

algorithms and feature selection based on intrusion 

detection in his research, the highest accuracy he 

reached was 99.6878 using GOA and MPO. 

Chenpublished five papers from 2020 to 2023 and 

he focused on intrusion detection using hybrid 

algorithms, the highest accuracy he reached was 

99.44 using COBYLA optimization. Dahou 

published five papers, one paper in 2021, two 

papers in 2022, and two papers in 2023 and he 

focused on IOT IDS using DL and optimization in 

his research, the highest accuracy he reached was 

99.997 using swarm intelligence optimization. Fang 

published five papers in 2018, 2020, and 2022 and 

he focused on optimization algorithm for feature 

selection of network intrusion detection in his 

research, the highest accuracy he reached was 97.89 

using WOA and OPS optimization. Hilal published 

five in 2022 and 2023, he focused on DL algorithms 

optimization based on intrusion detection in his 

research, the highest accuracy he reached was 99.77 

using optimization IFSO-FS. Zivkovic published 

five papers, three papers in 2022 and two papers in 

2023, he focused on intrusion detection for 

optimization algorithms and feature selection in his 

research, the highest accuracy he reached was 

99.6878 using GOA and MPO. Dahou published 

four papers in 2020, 2022, and 2023) and he 

focused on IDS for optimization algorithms in his 

research, the highest accuracy he reached was 100 

using Artificial organism algorithm (AOA) 

optimization. In addition to the mentioned authors, 

Al-Janabi has contributed significantly by 

publishing four papers, with one in 2020 and three 

in 2021. His research was focused on IDS, 

optimization algorithms, and feature selection. 

Remarkably, his work achieved the highest accuracy 

of 100% using NTLBO optimization.  presents a 

comprehensive overview of the most influential 

authors in the field. Each of these authors has 

demonstrated exceptional achievements by reaching 

the highest accuracy through the utilization of 

classification and optimization algorithms 

 

1.11 Three-field chart 

 

A three-field chart is used to display data with three 

parameters. In this representation, the left field 

corresponds to the Research Title (RT), the middle 

field represents the Journal in which the Research is 

published or source (SO), and the right field 

contains the Researcher's Name (RN).  is utilized to 

examine the relationships between these three 

parameters. According to the study, the RT on the 

left side is most frequently cited by Scopus, IEEE 

Xplore (IEEE), and WoS, as observed in the middle 

field (SO) of. Furthermore, among the Research 

Titles (TI) that focus on the subject of reliable and 

understandable ML, the Scopus journal stands out 

as the most prominent. Additionally, as indicated in 

the corresponding box (TI), when considering all 

keywords, the journals listed in the middle field 

(SO)  “Neural Computing and Application,” and 

“Soft Computing.” 

 
 

 
Figure 1.Dataset 

 

The datasets encompass fields containing 

both unprocessed and processed data extracted from 

underlying network traffic [90]. These data are 

typically generated through studies aimed at 

identifying network intrusions. An intentional effort 

is made to manipulate the data, creating adversarial 

examples capable of deceiving classifiers and 

detection systems. When creating adversarial 

instances that alter the source data in network 

security applications, caution is essential, as 

highlighted by [90]. The most prominent datasets 

utilized in research include KDD Cup99, NSL-

KDD, CICIDS 2017, UNSW-NB15, AWID, Kaggle, 

and TON-IOT. Table 15 provides an overview of the 

most crucial datasets commonly used in the field of 

intrusion detection  

https://www.degruyter.com/document/doi/10.1515/jisys-2023-0248/html?lang=en&srsltid=AfmBOorJTFzDBNwnJCOgVOgdgY0hkPRDP5CL-HyfzSi_ZFFJOFSsAPwt#j_jisys-2023-0248_ref_090
https://www.degruyter.com/document/doi/10.1515/jisys-2023-0248/html?lang=en&srsltid=AfmBOorJTFzDBNwnJCOgVOgdgY0hkPRDP5CL-HyfzSi_ZFFJOFSsAPwt#j_jisys-2023-0248_ref_090
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Growth of IDS in Past Years 

 

The development of IDS has progressed 

significantly since their inception in the 1980s. 

Early IDS relied on signature-based detection 

methods, which were effective against known 

threats but struggled with new or evolving attacks. 

Over the years, the adoption of anomaly-based 

detection and behaviour analysis has improved the 

ability of IDS to identify zero-day attacks and 

sophisticated threats. According to industry reports, 

the global IDS market was valued at approximately 

$4.5 billion in 2020 and is projected to grow at a 

compound annual growth rate (CAGR) of 10% over 

the next decade. The rise of cloud computing, IoT, 

and 5G networks has further driven the demand for 

advanced IDS solutions capable of securing 

complex and distributed environments. 
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